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WireShark
(a network protocol analyser)
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WireShark
Web Browsing Demo
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y Try it out!

ZEKLVYNOTE TOV Browser

Zeklvriote to WireShark

EtiA€€te To interface yla aviyvevon
ZEKLVAOTE TNV aviyvevon “

Visit N Kamotwo aAAo URL
>taupatriote tnv aviyvevon

AVALECO GTO TTAKETO TTOV AVLXVEVLONKAY UTTAPXEL KAL N

avtaAdaynq twv HTTP unvuudtwy... -




Q Q&

[X] = | Expression..  +

Source Destination Protocol Length Info
.558786  192.168.9.5 178.63.188.194 HTTP 746 GET /fcmp/cmp.complete.bundle.js HTTP/1.1
. 569785 152.168.9.5 178.63.188.194 HTTP 745 GET /2@812/style/sprite.png?v=2 HTTP/1.1
. BB6384 178.63.188.194 192.168.9.5 HTTP B4 HTTP/1.1 288 OK (application/javascript)
.B17525 178.63.188.194 152.168.9.5 HTTP 17@ HTTP/1.1 286 OK (PNG)
.B58165 1758.63.188.194 152.168.9.5 HTTP 746 HTTP/1.1 288 OK (application/javascript)
. 718683 152.168.9.5 194.177.211.138 HTTP 77 GET /Jeygnus?s=3115728v=7.2&r=%7BX%22id¥22%3AXI20dA89d6ced3e24
754277 152.168.9.5 185.33.223.284 HTTP 238 POST /fut/v3/prebid HTTP/1.1 (text/plain)
.525312 192.168.9.5 173.241.2498.228 HTTP 1883 GET /w/1.8/arj? ju=httpX3AX2FE2Fwww.wordreference. com%2Fengr
. BEd4oed 185.33.223.284  192.168.9.5 HTTP 1495 HTTP/1.1 288 OK (application/json)
Loaa2a4 194.177.211.138 192.168.9.5 HTTP 1167 HTTP/1.1 288 OK (application/json)
816728 173.241.248.2286 192.168.9.5 HTTP 184 HTTP/1.1 288 OK (application/json)
.@30188  192.168.9.5 216.58.198.2 HTTP 367 GET /tag/js/gpt.js HTTP/1.1
. 187739 216.58.198.2 152.168.9.5 HTTP B@1 HTTP/1.1 284 OK (text/javascript)
. 391882 152.168.9.5 194.177.211.138 HTTP 388 GET /MFMwUTBPMEBwWSzAIBgUrDgMCGeUABER%2BSmrncpqz¥2FPiiIGRsFg

>
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EmtiAg€te eva HTTP GET makeTO

4= } @ = . Q Qe

Info
GET /fcmp/cmp.complete.bund 5 HTTP/1.1
GET rite.png HTTP/1.1
HTTP/1.1 ¢ (application/ja
HTTP/1.1 ¢ (PNG)
HTTP/1.1

7 GET /fcygn
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7 HTTP/1.1
HTTP/1.1
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-5
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ARLE]

on Control Proto
Transfer Protocol

Profile: Default
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4

Communicating
peers

Length
178 i 0K (PNG)
746
77 GET /fcygnus
POST fut
GET /w/
(application/
(applicatio
(applicatio

Frame 978:
Ethernet II,
v Internet Prc

rentiated i : B : : Mot-ECT)
Total Length: 1869
Identification:
Flags: @48
Time to 1i

5d@ [validation d
Unverified]

~1 B

M o~ =)
o =] =] P

NShm Gk

o
=h

) * Dropped: 0 (0.
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TCP, well-known
port for HTTP?

Frame 978:
Ethernet II,
Internet Protocc

Segment Len:
uence number: 1

quence number: 1
edgment number: 1

ce number)
quence
ck number)

number) ]

Info
HTTR/1.1




A

dm 0 | RRE QRexs=F g5/[Eaqaan
| |http X ~ | Expression..  +
Mo. Time Source Destination Protocol  Length Info

953 28.754277 192.168.9.5 185.33.223.284 HTTP 238 POST /fut/v3/prebid HTTP/1.1 (text/plain)

978 28.825312 192.168.9.5 173.241.246.228 HTTP 1883 GET /w/1.8/arj?ju=httpX3AX2FX2Fwww.wordreference. com¥2Fengri2

988 28.534084 185.33.223.284 192.168.9.5 HTTP 1495 HTTP/1.1 288 OK (application/json)

994 28.9868294 194.177.211.138 192.168.9.5 HTTP 1167 HTTP/1.1 288 OK (application/json)

1811 21.616728 173.241.248.228 192.168.9.5 HTTP 184 HTTP/1.1 288 OK (application/json)

1817 21.838168 1592.168.9.5 216.58.198.2 HTTP 367 GET /tag/dis/gpt.dis HTTP/1.1 w7
£ >

Frame 978: 1883 bytes on wire (8664 bits), 1883 bytes captured (8664 bits) on interface @
Ethernet II, Src: Giga-Byt_48:19:9f (fc:23:14:48:19:9f), Dst: Fortinet 89:80:25 (88:89:87:09:80:25)
Internet Protocol Version 4, Src: 192.168.9.5, Dst: 173.241.248.228
Transmission Control Protocol, Src Port: 54334, Dst Port: 88, Seq: 1, Ack: 1, Len: 1829
¥ Hypertext Transfer Protocol
[truncated |GET /w/1.8/ar]j? ju=httpd3AX2FE2Fwww.wordreference. com®2Fengr¥2Flook¥25208fTor& jr=httpX3AX2FE2Fvwww. wordreference . com¥2..
Host: [wordreTerence-d.openx. netyrin
User-Agent:[Mozilla/5. 8@ |(Windows NT 1@.8; Wing4; x64; rv:63.8) Gecko/28188181 Firefox/63.8%r\n
Accept: */"\r\n
Accept-Language: en-US,en;q=8.5%r\n
Accept-Encoding: gzip, deflateirin
Referer: http://www.wordreference.com/engr/lock®28for\rin
Content-Type: text/plainirin
Origin: http://www.wordreference.com\rin
Connection: [keep-alive\f\n
|CDDkiE:Ii=hhc?h46h—1d?3—4c88—2258—44f8hed?a4?3|144135&232; p_synced=j@.pp.ph.oX.px.pw.cL.jQ.oT.ma.im.ie.m5. pF.ns.t9. ku.gqH. 535 .
Yrin
[Full request URT [truncated]: http://wordreference-d.openx.net/w/l.8/ /arj?ju=httpH3ARaFHIFwww. wordreference. comb2Fengr®2Flook®..
[HTTP request 1/1]
Response in frame: 18117
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@QaqH

E3 = | Expression...

Source Destination Protocol Length Info
L 734277 .168.9.5 185.33.223.284 HTTP 238 POST fut/v3/prebid HTTP/1.1 (text/plain)
.825312 .168.9.5 173.241.2468.228 HTTP 1883 GET /w/1l.8/arj?ju=httpX3AX2F¥2Fwww.wordreference. com¥2Fengri2
. 884684 .33.223.284 192.168.9.5 HTTP 1495 HTTP/1.1 288 OK (application/json)
. 988294 LA77.211.138 192.168.9.5 HTTP 1167 HTTP/1.1 288 OK (application/json)

. 816728 .241.248.22686 192.168.9.5 HTTP 184 HTTP/1.1 288 OK (application/json)
ARG GR 1A% O & 716 R 14GR 7 HTTP 3RT GFT /tac/dicfont 4c HTTP/1 1

Frame 1811: 184 bytes on wire (1472 bits), 184 bytes captured (1472 bits) on interface @
Ethernet II, Src: Fortinet @9:88:25 (80:89:81:89:88:25), Dst: Giga-Byt 48:19:9F (fc:aa:14:48:19:9f)
Internet Protocol Version 4, ﬁrc: 173.241.248.228, Dst: 192.168.9.5|
Transmission Control Protocol, Src Port: 8@, Dst Port: 54334, Seq: 4381, Ack: 1838, Len: 138
[4 Reassembled TCP Segments (4518 bytes): #1887(1468), #1800(1468), #1818(1460), #1811(138)]
* Hypertext Transfer Protocol
HTTP/1.1 286 0K\rin
Vary: Acceptirin
Set-Cookie: p_synced=j@.pp.ph.oX.px.pw.oL.jQ.oT.ma.im.ie.mS.pF.ns.t9.ku.gH.sj; Version=1; Expires=Wed, 21-Nov-2818 14:58:21 GM
Set-Cookie: i=bbc7b46b-1d73-4c88-2250-44TBbed7a473|1441350232; Version=1; Expires=Wed, 86-Nov-2@19 14:508:21 GMT; Max-Age=31536
|5erver: OXGW/16.183.1\r\n |
Pragma: no-cache\rin
P3P: CP="CUR ADM QUR NOR STA NID"%r\n
Expires: Mon, 26 Jul 1997 @5:8@:88 GMT\r\n
Date: Tue, 86 Nov 2818 14:58:21 GMT\r\n
Content-Type: application/json’\rin
Cache-Control: private, max-age=8, no-cachel\rin
Access-Control-Allow-Origin: http://www.wordreference.com\rin
Access-Control-Allow-Credentials: truelrin
Transfer-Encoding: chunkedirin
Content-Encoding: gzip\rin
\rin
[HTTP response 1/1]
[Time since reguest: @.191416888 seconds]
[Request in frame: 973]
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WireShark
FTP (File Transfer Protocol) Demo
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zekvnote to WireShark
EtiA€€te To interface yla aviyvevon
Zekvrjote TNV aviyvevon O

Avoi€te eva command-line mapdBupo

Try it out!
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v FTP command-line

ftp ftp.hellug.gr (user: anonymous, pass: email address)

Microsoft Windows [Version 18.8.14393]
{(c) 2816 Microsoft Corporation. All rights reserved.

IC:h\Users\annapftp ftp.hellug.gr
Connected fto tux-cave.hellug.gr.
226~

220-Welcome to the FTP server of HEL.L.U.G. (http://www.hellug.gr)
228-

228-Contact ftpadmin[*] for problems and/or suggestions.

228-

228-

228-[*]) contact address is at hellug dot gr domain,

228- username as you see it above

228-

228

200 Always in UTF8 mode.
Fser {(tux-cave.hellug.gr:(none)): anonymous

J3T Please cpecity LNe password.
EEHHHHHHIII
|

238 Login successful.
[Ftp>
I



ftp://ftp.hellug.gr/
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y FTP | Get a file

cd pub/gnutls (change directory)
get README (file)
stop capturing

Ftp>

ftp» td pub/gnutls

258-V n on GnuTLS can be found at http://www.gnutls.org/
258-

256 Directory successfully changed.
ftp» Jget README
288 PORT command successftul. Consider using PASV.

158 Opening BINARY mode data connection for README (67 bytes).
226 Transfer complete.

ftp: 67 bytes received in 6.885econds 67600.008Kbytes/sec.

ftp>»
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QA QHE

D:I Expressio

Destination Protocol  Length  Info

FTP : :

S SSpo -Welcome to the FTP server of.
FTP C : OPTS UTFE ON

S E 8 Always in UTF8 mode.

=] LN
T=RRTs]

5
5
5
5

oW W

[Ts]

i et et et | i

B Y R R

) bytes captured (488 bits) on interface @
Ethernet II, Src: . (3c:da: ) st: Giga-Byt 48:19:9f (fc:aa:14:48:19:9F)
Internet Protocol Ve on 4, Src: 18 .7 ; ’ 1.178
on Control Protocol, Src |Port:
er Protocol (FTP)

Response code: Service ready for new user |

TCP port 21
(well known)
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A

vl

lcl Expression.

g

u @® MRE Qea=2=F I = Qe g i

Time Source Protocol  Length  Info
.99.74 FTP

234,178 FTP

.99.74 FTP

1.234.178 FTP

5 UTF8 ON

(s}

& & o

ANoNYymMoUs

8
7
/
8

[#4]

: 78 bytes on wire (568 bits), 7@ bytes captured (

Ethernet IT, Src: Giga-Byt 48:19:9F (fc:aa:14:48:19:9f), Dst: HewlettP 2
Internet Protocel Version 4, Src: 195.251.234.178, Dst: 195.134.99.74
Transm on Control Protocol, Src Port: 68866, Dst Port: 21, Seq: 15, Ack:
File Transfer Protocol (FTP)
* |USER anonymoushrin

Request command: USER

Request arg: anonymous

ﬂlWEFS iﬂ UTF8 deE,
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Length

[

=}
(G RRT]

anonymous
ecify the pa

=] 00| =
o o® &

A ]

) on interface @
Ethernet II, : Hewle 182 C 182: G rt_48:19:9f (fcraa:l14:48:19:9
Internet P
Transmissi

User name ckay, need pa
ecify the pa

‘ *Ethernet

File Edit VYiew Go Capture

c
=

=]
[V I, |

Pro ol W n 4,

ion Control Protocol, Src Port:
1 (FTP)

clear text)

Length

ca = o
W om e o

=

Info
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~ File Transfer Protocol (FTP)
¥ 288 PORT command successful. Consider using PASV.Wr\n

Internet Protocol Version 4, [Src: 195.25
Transmission Control Protocol, Src Port:
¥ File Transfer Protocol (FTP)
* RETR README‘.r\n
Request command: RETR
Request arg: |[README

Transmission Control Protocol, Src Port:
v File Transfer Protocol (FTP)
¥ 158 Opening [BINARY mode data connection for README |(67 bytes
Response code: File status ckay; about to open data connecticn (158)
Response arg: Opening BINARY mode data connection for README (67 bytes).

¥ File Transfer Protocol (FTP)
Transfer complete.\rin

Response code: |(Closing data connecticon|
Response arg: Transter complete.
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ftp>[close |
421 Timeout.
ftp> bye

Source Destination Protocol  Length  Info

155.251.. .17 195.134.95.74 FTP 6@ Request:

Frame 214: 68 bytes on wire (488 bits), 68 bytes captured (488 bits) on interfac
Ethernet II, Src: Giga-Byt_48:19:9f (fc:aa:14:48:19:9f), Dst: HewlettP 2
4.178, Dst: 195.134.99.74

Dst Port: 21, 5eq:

Internet Protocol Version 4, [Src: 195,25
on Control Protocol, Src Port:

File Transfer Protocol (FTP)

¥ QUITA\r%n

Request command: | QUIT

QUIT
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- Try it out!

zeklvnote to WireShark

AvoiEte eva tapaBupo pe command prompt
EtiA€€te To interface yla aviyvevon
=ekwnote Tnv aviyvevon M

2to command prompt TapdBupo dWOTE TNV EVTOAN:
tracert www.acm.org (windows) 1
traceroute www.acm.org (linux, Mac OS)

>tapatiote Vv aviyvevon Bl




4
EmtiAeyoue to mpwto ICMP Echo Request urjvuua

Time

4 5.363536 192.168.1.186 192.168.1.1 sS5DP 174 M-SEARCH * HTTP/1.1
5 5.364799 192.168.1.1e8 192.168.1.1 S5DP 175 M-SEARCH * HTTP/1.1
6 5.864428 192.168.1.1e8 192.168.1.1 SSDP 174 M-SEARCH * HTTP/L1.1
7 5.865461 192.168.1.168 192.168.1.1 sS5DP 175 M-SEARCH * HTTR/1.1

6.163@845
6.176826

192.168.1.182
18.216.228.1

98 Echo (ping) request id=8x@388, seq=28433/843, ttl=1 (no response found!)

70 Time-to-live exceeded (Time to live exceeded in transit

SIeYSIIIM | AMAMAIONLT DALY

der Length:
Differentiated Services Field:
Total Length: 34
Identificatio

Source Add
Destination Addr 128.

Internet Control Message Protocol

ip-ethereal-trace-1

] 849, ttl=2 (no res

onse found!)

onse found!)

Display:

o oW ooh W@
[T TR~ SO SO

ol
o
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¥ Internet Protocol Version 4,
@1ed@ .... = Version: 4

Tutal Length:
Identification:
= Flags:
= Reserved bit: Not set
= Don't fragment: Mot set
More fragments: Mot set
egee oooe 8 Fragment Offset: @

Time to Live: 1

Protocol: ICMP (1)

Header Checksum: @x2d2c [validation disabled]
[Header checksum status: Unverified]

Source Address: 192.168.1.182

Destination Address:
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* Internet Protocol Version 4, Src: 192,
@1ee .... = Versicon: 4
Cu s = Header Length: 2@ b
Differentiated Services Field:
Total Length: 84
Identification: @x32de (13
@@. .... = Flags: @x@
= Reserved bit: Not set
= Don't fragment: Not set
e fragments: Not set
Fragment Offset: @

1ecksum: @x2d2c [validation disabled]

[ der checksum status: Unverified]

Source Address: 192,168
Destination Address:
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}'

¥ Internet Protocol Version 4,

alee .... Version: 4

Time to Live:
Protocol: ICMP (1)
Heaier Checksum: @8x2d2c

checksum status:

Mot =set
Not =set
Mot =set

[validation disa

Unverified]

sSource uddr::: 192.168.1.

Destination Address:

C5@, ECN:

bled]

Not-ECT)

payload: 64
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B hen. = Uersiun' 4

¥ Internet Protocol Version 4, Src:

ngth: 28 bytes (5)

rvices Field: @x@@ (DSCP: CS@, ECN:

Tatal Length: 84
Tdentification:

Time to Live: 1
Protocol: ICMP (1)
Header Checksum: @x2d2c

Header checksum status:

Not =set
Not set
Not set

[validation disabled]
Unverified]

Source Address: 192.168.1.

Destination Address:

Not-ECT)
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Mapatneriote tnv aAAnAovyia twyv ICMP makeTwy
TLOU €£XOLV OTAAE(L ATTO TOV UTTOAOYLOTN GAG

rtota tedia tov IP datagram aAAddovv amo to £va
datagram oto aAAo;




132 32.8678..
. 192.168.1.182
. 192.168.1.182
. 18.216.228.1
. 192.168.
£5.. 192.168.

. 192.168.

. 192.168.

=] =] LA L1

LM wownown
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192.168.1.182

1.
1.182
1.162
192.168.1.182
1
1

1a2

.12
192.168.1.182
24.215.8.153

Differentiated =
Total Length: 1
Identification:

199.2.53.296

ownown

ICMP
ICMP
IPv4
ICMP
IPv4
ICMP
IPv4
ICMP
ICMP
IPv4
ICMP
IPv4
ICMP

w876d [validation disabled]

Unverified]

=

U1ououu

|
fd

s
s

[

1483 + 631 [SYN] Seq=0 Win=16384 Len=08 M55=1468 SACK_PERM

Fragmented IP protocol (proto=ICMP 1, off=8, ID=3387) [Reassembled in #134]
Echo (ping) request id 5 95/988, ttl=1 (no response found!)
Time-to-live exceeded (Time to live exceeded in transit)
Fragmented IP protocol (proto=ICMP 1, off=8, ID=3388) [Reassembled in #137]
Echo (ping) request id=@ 34851/981, ttl=2 (no response found!)
Fragmented IP protocol (prot off=8, ID=3389) [Reassembled in #139]

Echo (ping) request id=8 5 2 =3 (no response found!)

Fragmented IP protocol (proto=ICMP

Echo (ping) request id=@ Ba : 3, ttl=4 (no response found!)

Time-to-live exceeded (Time to live exceeded in transit)

Fragmented IP protocol (pr P ) embled in #144]

Echo (ping) requ i 3 (no onse found!)

Fragmented IP pr 1 P ) embled in #146]
; found!)




33.4517.. 192.168.1.182 128.59.23.184 y 1514 Fragmented IP protocol (proto=ICMP 1,
33.4524.. 192.168.1.182 128.59.23.166 Echo (ping) request 1id=8x8388, seq=33?95£9@@J tt1=1 (no response found!)
3 ICMP 7@ Time-to-live exceeded (Time to live exceeded in transit)
IPv4 1514 Fragmented IP protocol (proto=ICMP 1, off=8, ID=3388
ICMP Echo (ping) request id=8x8388, seq=34851/981, ttl=2 (nu response fnund!)
IPv4 1514 Fragmented IP protocol (proto=ICMP 1, off=8, ID=3389) [Reassembled in #139]
ICMP Echo (ping) request id=8x0388, seq=34387/982, ttl=3 (no response found!)
0. 192.168.! IPv4 1514 Fragmented IP protocol (proto=ICMP 1, off=8, ID=338a) [Reassembled in #141]
. 192.168. ICMP Echo (ping) request 1id=8x8388, seq=34563/983, ttl =4 (no response found!)
24.218.8.153 192.168.1.182 ICMP 7@ Time-to-live exceeded (Time to liwve exceeded in transit)
. 192.188.1. .59.23, Fragmented IP protocol (prote=ICMP 1, off=8, ID=338b) [Reassembled in #144]
. 192.168.1. .59.23. Echo (ping) request id=8x@388, seq=34819/984, ttl=5 (no response found!)
. 192.168.1. .59.23, Fragmented IP protocel (proto=ICMP 1, off=8, ID=338c) [Reassembled in #1485]
. 192.168.1. .59.23, Echo (ping) request id=8x@388, seq=35075/985, ttl=6 (no response found!)
. 192.168.1. .59.23, Fragmented IP protocel (proto=ICMP 1, off=8, ID=338d) [Reassembled in #148]

T T Wl | L B L B e P N e T Yy E e | ke T R T 1

. 192.168.1.
. 192.168.

1
1
6.. 192.168.1.14
1.
1
1

. 192._168.

Identification: @x3387 (13863)
= Flags: @ue
B... .... = Reserved bit: Not set
N - T Don't fragment: Mot set
N More Tragments: Mot set
LB Beed 1811 laal =IFEagment Offset: 148&'
Time to Liwve: 1 B
Protocol: ICMP (1)
Header Checksum: @x2a6c [validaticn disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.182
Destination Address: 128.59.23.188
w [2 IPv4 Fragments (2888 bytes): #133(1488), #134(523)]
[Frame: 133, payload: @-1479 (14808 bytes)]
[Frame: 134, payload: 1480-20887 (528 bytes)]
[Fragment count: 2]
[Reassembled IPw4 length: 2883)
[Reassemhled IPv4 data [truncated]: @888c3c5@3R88483373720aaalasaaaaasaaaaaaasaaadaaadoaadaaadoa3daaadcaadaaassaaaaaasazaaaa

b
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