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WireShark
(a network protocol analyser)

4




~ w0
s Y
-y =
Y 'O
s O

O
WS
A

Texvoloyieg kat Ymnpeoieg Atadiktvov | WireShark



M The Wireshark Network Analyzer

File Edit WView Go Capture Analyze Statistics Telephony Wireless Tools  Help
4w ® RE ] S 3= ®Q Q]

CIiCk 0}3 éva (Wtart capturing packets Eirl/> <]+
interface yla

gTLIAOYN 4 s v (B s
Start paCket Local frea Connection™ 10 -

Local Area Connection™ &

x

Welcome to Wireshark

Start Capture
capturing

Local Area Connection™ 2

Ca ptu re Local Area Connection™ 9 / Eni\eyw interface

Local Area Connection™ 1

Wi-Fi T |
Adapter for loopback traffic capture i,

Ethernet

USBPcapl -
USBPcapd -
U5BPcap3 -
USBPcapd -
USBPcap3 -
U5BPcapk -
USBPcap7 -
USBPcapd -

Menu Capture,

Stopni
OTOUOTAEL TO
packet capture

PEreREeE®®

Learn
User's Guide -+ Wiki - Questions and Answers - Mailing Lists
You are running Wireshark 3.4.0 (v3.4.0-0-g9733f173ea5e). You receive automatic updates.
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#  Ready to load or capture Mo Packets Profile: Default
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menus EVTOAWV

Q|

RRE Re=2=F &<

Alota pe captured

TLOLKETOL

587364
. 589687
514854
.532882
.532189
.622222
. 789855
824168

e N I e e N |

Source
188.177.15.180
52.114.132.23
192.168.1.2
52.114.132.23
192.168.1.2
74.125.133.189
192.168.1.2
192.168.1.2

Destination
192.168.1.2
192.168.1.2
74.125.133.189
192.168.1.2
52.114.132.23
192.168.1.2
1868.177.15.189
74.125.133.189

Protocol
uDp

TCP

uDP
TLSv1.2
TCP

uDP

uDP

uDP

78 443 » B3BBE
54 443 » 59797
75 52257 = 443

481 Applicaticon

54 59797 = 443
78 443 » 52257
75 63888 = 443
75 52257 = 443

Len=28

npoodloplopog dpiktpou -+

Length Infao

[ACK] Seq=6349 Ack

Len=33
Data

[ACK] Seq=5887 Ack

Len=28
Len=33
Len=33

Frame 1: 75 bytes on wire (688 bits), 75 bytes captured (688 bits) on interface \DEUice\NPF_{EFADE?4D—1?BC—4?4?—§

Ethernet II, Src: Tp-LinkT_19:1c:51 (98:de:d®:19:1c:51), Dst: AskeyCom_44:3a3:91 (88:21:63:44:38:91)
Internet Protocol Version 4, Src: 192.168.1.2, Dst: 172.217.169.142

User Datagram Protocol, Src Port: 58377, Dst Port: 443

Data (33 bytes)

AETTTOUEPELEC
eTUKEPAALO WV
ETUAEYUEVOU
TIOKETOU

63 44 33 91 98 de 19 1c 51 @8 @& 45 aa LeD: Q--E
1f 9a 48 8@ 38 11 @3 c@ ag 81 82 ac d9 =@
c4 c9 8l bb 88 29 e3 42 cl 68 43 @7 638

6860|,léva T[aKéTOU be 56 8f 2c fd 81 8f 17 87 c9 17 cd eb .y,
5C Ga 28 la 34 a4 63 15 F-%Wj--4 -c
o€ HEX kat ASCI|

nopdn

) 8-B-hC-h
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':;' il wireshark_Wi-FiKQYVT0.pcapng

| Packets: 232 - Displayed: 282 (100.0%) || Profile: Default
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menus EVTOAWV A Ethems X
File Edit View Go  Capture Analyze Statistics  Telephony  Wireless  Tools  Help
Am 0 IBREBRe=>=FLE/[Eaaand
4 I
npocdloplopog piAtpou [MAsply = display filter .. <Ctrl-/> -]+
Ma. Time Source Destination Protocol  Lengtt Info "
i 46 1.287948 192.168.9.29 175.12.1608.11 TCP 68 63819 + 52989 [PSH, ACK] Seq=1 Ack=1 Win=517 Len=6
i 47 1.287967 192.168.9.29 §1.83.218.177 TCP 68 63817 + 16881 [PSH, ACK] Seq=1 Ack=1 Win=513 Len=6
i 48 1.287966 192.168.9.29 176.212.185.184 BitTor.. 71 Continuation data
i 49 1.287982 192.168.9.29 81.185.26.30 TCP 68 63821 + 14843 [PSH, ACK] Seq=1 Ack=1 Win=64248 Len=6
i 50 1.2880844 192.168.9.29 135.125.233.219 BitTor.. 68 Continuation data
i 51 1.324826 45.66.185.228 192.168.9.29 BT-DHT 146 Get_peers Info_hash=1e3c459dc9863e7b6926FbadSha38eadcdelcF1f
i 52 1.325235 192.168.9.29 45.66.185.228 BT-DHT 352 Response Nodes=8
; i 53 1.358431 §1.83.218.177 192.168.9.29 TCP 68 16881 + 63817 [ACK] Seg=1 Ack=7 Win=229 Len=8 —
ALO"[a IJ_E Cca ptu red i 54 1.356700 176.212.185.184 192.168.9.29 TCP B8 6851 + 63818 [ACK] Seq=1 Ack=18 Win=166 Len=@ —
: 55 1.366827 135.125.233.219 192.168.9.29 TCP 68 6881 =+ 63822 [ACK] Seq=1l Ack=7 Win=115 Len=8 —
T[OLKE"EOL i 56 1.435583 176.212.185.184 192.168.9.29 TCP 60 6881 + 63818 [FIN, ACK] Seg=1 Ack=18 Win=166 Len=8 —
: 57 1.435565 192.168.9.29 176.212.185.184 TCP 54 63818 + 6881 [ACK] Seq=18 Ack=2 Win=516 Len=8 —
: 58 1.435642 192.168.9.29 176.212.185.184 TCP 54 63818 + 6881 [FIN, ACK] Seq=18 Ack=2 Win=516 Len=8 —
I
i 68 1.584148 176.212.185.134 192.168.9.29 TCP 68 6881 -+ 63818 [ACK] Seq=2 Ack=19 Win=166 Len=8 —
i 61 1.534781 156.146.68.136 192.168.9.29 BT-DHT 146 Get_peers Info_hash=ce57889ec79a2a388349+77eb97d7583586a7Fad v
- o cmeoee P ome e am cme o oo g o -
Frame 91: 119 bytes on wire (952 bits), 119 bytes captured (952 bits) on interface \Device\NPF_{343BB1s; 2888 98 1b e 85 cf 6 iR E b
. e —
Ethernet II, Src: Fortinet_89:8f:12 (@8:89:8F:89:8F:12), Dst: FujitsuTechn_@S:cf:¥6 (98:1b:8e:85:{F:F6 @@ 69 @2 28 4@ @@ 3a 11 dd b5 dd 3a
Internet Protocol Version 4, Src: 216.58.285.42, Dst: 192.168.9.23 @3 1d @1 bb @ 6a @@ 55 al &d 4c 7a

dc 4c 98 2d ea cb la db 5Ff db d5 1
User Datagram Protocol, Src Port: 443, Dst Port: 61546 CB d0 AF f8 6@ OF of 7 bl 38 2e 42

Data (77 bytes) B3 2c 5 63 61 b3 af 3d 44 Se e3 17
7b 22 53 @f 51 el d8 de 16 €9 6a a7
6d a7 df 94 F2 B2 7a

AETITOUEPELEC
eTUKEDAALO WV
ETUAEYUEVOU
TIOKETOU

dedopEva MAKETOU
o€ HEX kat ASCII

Hopor)

herpetARME pcanng Packets 124, Dicplaved: 124 (100.0%1 . Dropoed: 0 (0% Profile: Defanlt




NIeySadipA | aoarxngoy 53103dliLf 103 531A0y0aX3],

4 Packet Listing

Packet number (celpa pe tnv omola yivetal to
capturing)

Time elapsed (0 xpdvog TTov ExeL TTEPATEL ATTO TNV APXN
NG aviyvevong)
Source/destination addresses (IP r} Ethernet)

Protocol type (top level: TCP, UDP, http, ssl, ...)
Length

Protocol-specific information




J 103 531A0y0AX3],

103dliL
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JIeySaIIp | aoqadngomy 53

SladopeTIKA
TP WTOKOAAQL
EVOWLATWVOVTAL
LEOOL OE £VA TIOKETO

3=

Q|

v]+

587364
. 589687
514854
.532882
.532189
.622222
. 789855
824168

e N I e e N |

Source
188.177.15.180
52.114.132.23
192.168.1.2
52.114.132.23
192.168.1.2
74.125.133.189
192.168.1.2
192.168.1.2

Destination
192.168.1.2
192.168.1.2
74.125.133.189
192.168.1.2
52.114.132.23
192.168.1.2
1868.177.15.189
74.125.133.189

Protocol
uDp

TCP

uDP
TLSv1.2
TCP

uDP

uDP

uDP

Length Infao

78 443 » B3BBE
54 443 » 59797
75 52257 = 443

481 Applicaticon

54 59797 = 443
78 443 » 52257
75 63888 = 443
75 52257 = 443

Len=28

[ACK] Seq=6349 Ack

Len=33
Data

[ACK] Seq=5887 Ack

Len=28
Len=33
Len=33

Frame 1: 75 bytes on wire (688 bits), 75 bytes captured (688 bits) on interface \Device\NPF_{BFADEV4D-17BC-4747-E

Ethernet II, Src: Tp-LinkT_19:1c:51 (98:de:d®:19:1c:51), Dst: AskeyCom_44:3a3:91 (88:21:63:44:38:91)

Internet Protocol Version 4, Src: 192.168.1.2, Dst: 172.217.169.142
User Datagram Protocol, Src Port: 58377, Dst Port: 443

Data (33 bytes)

63 44
1f 9a
cd ¢9
h@ 56
5C Ba

3a 91 98 de
48 @8 86 11
@1 bb @8 29
af 2c fd 81
e@ la 34 a4

19 1c

e3 42
af 17
83 15

51 83 @88 45 88
@3 c@ ad @1l 82 ac d9
cl 68 43 87 638
87 c9 17 cd eb

TcDe:
=@

*V:

F-%j

a4

Q- E

) 8-B-hC-h

':;' il wireshark_Wi-FiKQYVT0.pcapng

| Packets: 232 - Displayed: 282 (100.0%) ||

Profile: Default
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y Packet-fields/headers details (yla emiAeyuevo
TLOLKETO)

Ethernet frame (emi(medo cUvdeaNC dEdOUEVWV)
IP datagram (emimedo dikTvov)

TCP/UDP segment (emimedo puetawopdag)

Upper layer protocol (emt(tedo e@apuoyric)




BRE _Res=FasEEaaan

= bl

Source Destination Protocol Info
.251463 172.217.169.142 192.168.1.2 UDP 443 = 58377 Len=1358
. 148978 192.168.1.2 188.177.15.189 UDP 75 63888 + 443 Len=33
. 146853 192.168.1.2 74.125.133.139 LUDpP 75 52257 = 443 Len=33
.B66345 172.217.169. 192.168.1.2 UDP b7 443 = 58377 Len=25
. 888949 192.168.1.2 172.217.169.142 LDP 257 58377 » 443 Len=215
. BB8645 192.168.1.2 172.217.169.142 UDP 348 58377 =+ 443 Len=386
. BRBREE 192.168.1.2 172.217.169,142 LUDpP 75 S@377 =+ 443 Len=33
7.532882 52.114.132.23 192.168.1.2 TLSw1.2 481 Application Data

hd 431 bytes on wire (3848 bits), 481 bytes captured (3848 bits) on interface \Device\NPF {BFADE7AD-17BC-4747-BE A
Interface id: @ (\Device\NPF_{@FADE74D-17BC-4747-BB385-EEDFDCIF3683})
Encapsulation type: Ethernet (1)

Arrival Time: Nov 13, 2828 15:19:23.915165888 GTE Standard Time
[Time shift for this packet: @.000880888 seconds]

Epoch Time: 1685273563.915165888 seconds

[Time delta from previous captured frame: 2.818823888 seconds]
[Time delta from previcus displayed frame: @.815823088 seconds]
[Time since reference or first frame: 7.5328828808 seconds]
Frame Number: 271

Frame Length: 481 bytes (3848 bits)

Capture Length: 481 bytes (3848 bits)

[Frame is marked: False]

[Frame is ignored: False]

|[Prntnculs in frame: Eth:ethertype:ip:tcp:tls]|
[Coloring Rule Mame: ?CP]
[Coloring Rule String: tcp]
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@ Q& IF

Time Source Destination Protocol Info
251483 172.217.169.142 182.168.1.2 UDP 443 = 58377 Len=1358
145978 182.168.1.2 1858.177.15.1845 UDP 75 63888 = 443 Len=33
146855 182.168.1.2 74.125.133.189 UDP 75 52257 = 443 Len=33
LBB6345 172.217.1649. 192.168.1.2 UDP 67 443 = 58377 Len=25
.Ba8949 192.168.1.2 172.217.169.142 UDP 257 58377 = 443 Len=215
L BBEE45 192.168.1.2 172.217.169.142 UDP 348 58377 = 443 Len=3B6
. BBEEaEE 192.168.1.2 172.217.169.142 UDP 75 58377 = 443 Len=33

7.532882 52.114.132.23 192.168.1.2 TLSv1.2 481 Application Data

>

271: 481 bytes on wire (3848 bits), 481 bytes captured (3848 bits) on interface ‘Dewvice\NPF_{@FADE74D-17BC-4747-B385

Ethernet II, Src: AskeyCom 44:33:91 (@8:21:63:44:35:91), Dst: Tp-LinkT 19:1c:51 (98:de:dB:19:1c:51)

Destination: -LinkT 19:1c:51 (98:de:d@:19:1c:51

Source:] AskeyCom_44:33:91 (@8:21:63:44:38:91

Type: IPvd (@xB58a)
Internet Protocol Version 4, Src: 52.114.132.23, Dst: 192.168.1.2
Transmission Control Protocol, Src Port: 443, Dst Port: 59797, Seq: 6349, Ack: 5887, Len: 427
Transport Layer Security
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=g as5l=Eaaan

Destination Protocol Info

251463 172.217. - 192.168.1.2 uopP 443 = 58377 Len=1358

. 148978 192.168.1.2 188.177.15.189 uopP 75 63888 = 443 Len=33

. 145853 192.168.1.2 74.125.133.189 uopP 75 52257 = 443 Len=33

. 866345 172.217.169. 192.1658.1.2 uopP 67 443 =+ 58377 Len=25

. 885949 192.168.1.2 172.217.169.142 uop 257 58377 » 443 Len=215

. 888645 192.168.1.2 172.217.169.142 uop 348 58377 = 443 Len=386
& . BBEEEE 192.168.1.2 172.217.169.142 uop 75 58377 = 443 Len=33

271 7.532882 52.114.132.23 192.168.1.2 TLSv1.2 481 Application Data

>

Frame 271: 481 bytes on wire (3848 bits), 481 bytes captured (3848 bits) on interface \Device\WNPF_{@FADE74D-17BC-4747-Bf A
Ethernet II, Src: AskeyCom 44:3a3:91 (88:21:63:44:33:91), Dst: Tp-LinkT 19:1c:51 (98:de:d@:19:1c:51)
v Internet Protocol Version 4, Src: 52.114.132.23, Dst: 192.168.1.2
@818l = Header Length: 28 bytes (53)
Differentiated Services Field: @x@® (D5CP: C58, ECN: Not-ECT)
Total Length: 467
Tdentification: @x5@b9 (28665)

@x48, Don't fragment
Fragment Offset: @
[;I;E to Live: 111
Protocol: TLP (6]

Header Checksum: 8x3f38 [validation disabled]
[Header checksum status: Unverified]

|Suurce Address: 52.114.132.23'

EsLinNation ress. .
Transmission Control Protocol, Src Port: 443, Dst Port: 59797, Seq: 6349, Ack: 5887
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®

. El+ ¢

[E= LW |t

RERexs=EF & = & 6 & iF

aisplay

Time Source Destination Protocol Length Info
7 8.251463 172.217.1689. 182.168.1.2 uopP 1392 443 -+ 58377 Len=1358
6 @.148978 192.168.1.2 188.177.15.189 UDP 75 63888 = 443 Len=33
5 8.146853 182.168.1.2 74.125.133.189 uopP 75 52257 = 443 Len=33
4 @.866345 172.217.169.142 192.168.1.2 UDP 67 443 = 58377 Len=25
3 B.885949 182.168.1.2 172.217.169.142 uopP 257 58377 = 443 Len=215
>

Frame 271: 481 bytes on wire (3848 bits), 481 bytes captured (3848 bits) on interface ‘\Device\NPF_{@FADE74D-17BC-4747-B3i A
Ethernet II, Src: AskeyCom_44:33:91 (@88:21:63:44:33:91), Dst: Tp-LinkT_19:1c:51 (98:de:d8:19:1c:51)
Internet Protocol Version 4, Src: 52.114.132.23, Dst: 192.168.1.2
¥ Transmissiocn Control Protocol, Src Port: 443, Dst Port: 59797, Seq: 6349, Ack: 5887, Len: 427
Source Port: 443
Destination Port: 59797
[Stream index: 14]
[TCP Segment Len: 427]
|SequencE Number: 6349 | (relative sequence number)
Sequence Number (raw): 2685853786
[Mext Sequence Number: G776 (relative sequence number)]
Acknowledgment Number: 5887 (relative ack number)
Acknowledgment number (raw): 746573458
@181 .... = Header Length: 2@ bytes (5)

[Flags:] exe1s (PsH, Ack)

] 5

[Calculated window size: 261888]
[Window size scaling factor: 256]
Checksum: @x2dc9 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: @

J 103 531A0y0AX3],

103dliL

4
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A ~Wi-Fi
File Edit View Go Capture Analyze Statistics Telephony Wireless  Tools  Help
Options... Ctrl+K QO m
M start B Emtidoyn @{Atpou mtpLy

B Stop Ctr+E  Rrotoco en n 7 .
i e Eeklvrioov e TO capturing

Restart Ctrl+R

Capture Filters... CP 54 443 » 64677 [FIN, ACK] Seq=1 Ac

877544 e Intert = -
.226345 TELE R ol M

. 248815 92.123.96.267 192.168.1.2 TL:
- 281258 192.168.1.2 92.123.98.287 TCl | Filker Narme Filter Express_i.jn

-399763  52.114.104.45 192.168.1.2 T4 Ethernet address 00:00:5¢:00:53:00 ether host 00:00:5e:00:53:00
.487917  92.123.90.207 192.168.1.2  TL! Ethernet type 0x0806 (ARP) ether proto 0x0806
- 489456 92.123.98.287 192.168.1.2 T Mo Broadcast and no Multicast not broadcast and not multicast
LAE0458 192.168.1.2 92.123.968.2607 TC‘ Mo ARP not arp

3 IPv4 only ip

Frame 1: 54 bytes on wire (432 bits), 54 bytes cap IPvé address 192.0.2.1 h':'SHQE'D'E'-I
Ethernet II, Src: Tp-LinkT_19:1c:51 (98:de:d@:19:] IPv6 only ipB
Internet Protocol Version 4, Src: 192.168.1.2, [)5'1 IPv6 address 2001:dba:1 host 2001:dba::1

Transmission Control Protocol, Src Port: 64677, D: TCP only tep
LUDP enky udp

Mon-DMNS not port 33

TCP or UDP port 80 (HTTR) port 20

HTTP TCP port (20) tep port http

Mo ARP and no DMNS not arg and port not 53

Mon-HTTP and non-5MTP to/from www.wireshark.org not port 80 and not port 25 and host www.wireshark.org
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| M ~Wi-Fi
i File Edit View Go Capture | Analyze Statistics Telephony  Wireless  Tools  Help

Display Filters... CEd

GEEN | Display Filter Macros...

LS

cource | Display Filter Expression... '

Apply as Column Ctrl+5Shift+|
el i i Wireshark « Display Filter Expression
877544  192,168. Apply as Filter 677 = 4 piay P

. 226345 192.168. Prepare as Filter pol

d .
-248615  52.123.3 Conversation Filter plica

.281258  192.168. 1387 = IPPUSE . Internet Printing Protocol Cver USE » | | is present
£399763  52.114. Enabled Protocols... Ctrl+Shift+E  pplica IProvideClassinfo « DCOM IProvideClassinfo (==

1
487917 92.123.¢
crmre oo mea Decode As... Ctrl+5Shift+ U . |PSICTL « IPSICTL
Reload Lua Plugins Ctrl+Shift+L ¥ |Pyd . Internet Protocel Version 4 /

Frame 1: 54 bytes on wire fip.addr - Source or Destination Address
Ethernet II, Src: Tp-Link SCTP
Internet Protocol Version Follow : . . Value (IPv4 address)
Transmission Control Prot |

Field Mame Relation

I - I B R, [ O TR

PE

Show Packet Bytes... Ctrl+5hift+0 | 192.168.1.2

Expert Information _ ' wPredefined Values

Field Name: all supported = ||RE“QE*¢°H'SE“'E“QW
v |IP
protocols headers fields (poaddr == 152.160,1.2

Click O fo fnsert this firer
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E -:1:|-::|'_F}|.I_ oy I:'|

didtpou
hix

Destination Protocol  Length Info

54 443 » 4677 [FIN, ACK] Seq=1 Ack=2 Win=1828 Len=8
64677 = 443 [

97 Application D
52307 + 443

L Application

L |
&

ACK] Seq=2 Ack=2 Win=259 Len=8

8.
5 @.
6 B.:

Application
5 Application

Ll b Lk | - Aaa=

LY = R |
adE & &

:19:1c:51), Ds
Internet Protocol Version 4, Src: 192.168.1.2, Dst: 184.146
Transmission Control Protocol, Src Port: 64677, Dst Port: 443, Seq: 1, Ack: 1, Len: @
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NIeySadipA | aoarxngoy 53103dliLf 103 531A0y0aX3],

. Mapadelypata @iAtpwy

Kivnon uovo amo/mpog tnv IP
dlevOuvon: 104.146.202.25

ip.host == "104, 146,202, 25"

Kivnon and/mpog eva eVpog (range) |
IP dlevBuvoewyv

ip.addr==192, 168.0.0/15

HTTP kivnon (well known port: 80,
ds)

tcp.port==80

Capturing filters: https://gitlab.com/wireshark/wireshark/-
[wikis/CaptureFilters

Displaying filter: https://gitlab.com/wireshark/wireshark/-
[wikis/DisplayFilters



https://gitlab.com/wireshark/wireshark/-/wikis/CaptureFilters
https://gitlab.com/wireshark/wireshark/-/wikis/CaptureFilters
https://gitlab.com/wireshark/wireshark/-/wikis/DisplayFilters
https://gitlab.com/wireshark/wireshark/-/wikis/DisplayFilters
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4

AvaAvon tng Asttovpyiag eVOG TPWTOKOAAOU

ATtAS Ttapadelypa: oo ivat to RTT (Round Trip Time)
evO¢ HTTP request?

Time touv GET message (No 181)

Time tou response message (No 197)

Time Source Protocol  Length  Info
.638256 195.251.234.176 195. .138 HTTP 543 GET /pages/metaptyxiaka/part-time.php HTTP/L1.1
. 664581 195.2 255.138 195.251.23 HTTP 252 HTTP/1.1 288 0K (text/html)
.608282 195.251.234.176 195.251.255.138 HTTP 635 GET /a s/css/page.css HTTP/1.1
. 788141 195,251.234,17¢ 195.,251.255.138 HTTP 583 GET /a s/img/banner/T21 1.jpg HTTP/1.1
. 7851688 155.251.255.138 155.251.23 HITP 324 HTTP/1.1 384 Not Modified
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SIeysaaip | aonanQoiy S53103dliae § 103 S31A0y0aX3 ],

Statistics | Telephony  Wireless  Tools

Capture File Properties Ctrl+Alt
Resclved Addresses

Protocol Hierarchy

Conversations

Endpoints

Packet Lengths

I/Q Graphs

Service Response Time

DHCP (BOOTP) Statistics
OMC-RPC Programs
20West

ANCP

BAChet

Collectd

DNS

Flow Graph

HART-IP

HPFEEDS

HTTP

HTTP2

Sametime

TCP Stream Graphs
UDP Multicast Streams

F5
|Pvd Statistics
IPwb Statistics

Help

Shift+C

IN, ACK] Seq=1 Ack=2 Win=1
CK] Seq=2 Ack=2 Win=259 Le

] Seq=1 Ack=44 Win=256 Le

.
face \Device\WNPF_{@FADE7AD-

a:91 (P@:21:63:44:35:91)

1, Len: &

Time Sequence (Stevens)

Time Sequence (tcptrace)

Throughput
Round Trip Time

Window Scaling

[Mlo TOAUTTAOKO TtaPddELYLaL: TTOLO
elvaLto RTT evog TCP segment?

To TCP oteAvel TOAAGL
segments peEXPL va AnOel
emtBePaiwon (ACK)

Aev elval eDKOAO va Bpel
KAVE(C TTOLa UnvuuaTa
oxetiCovtal

To WireShark umope( va to
Kdvel (Statistics | TCP streams

graph)
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Round Trip Time for 195.251.255.138:80 — 195.251.234.170:60549

Ethernet
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Wwoca

Protocal

Length

P

[ I s ]

14

3
147
7
5

'_'l
Ln-?-
A

Infa

88 = 58175 [S5YN, 4 1 Wi y ! 1416 SACK _PERM=1 W5=123
58175 + 88

ca
=

=
L I e

ca

s s T s O |
= &3 @
B

oca




&

N
=g
I
2
3
c-~
o
<
=
¢
)
=
Y
—
=3

M ~vi-Fi

4

File Edit Wiew Go Capture Analyze
| @ RE ] &=
|-:: a displa ter <Ctrl-
i Mo, Time Source C
61 16.280853 192.163.1.3 2
62 16.813866 IntelCor 78:1.. E
63 16.822987 192.163.1.2 F
64 16.988798 74.125.133.188 1
65 16.916585 192.163.1.3 .
66 15.844695 192.163.1.4 2
67 15.248941 192.163.1.3 e
68 18.417465 192.163.1.2 q
69 15.441834 92.123.98.287 1
78 19.481843 192.163.1.2 1

Frame 1:
Ethernet II, Src: Tp-LinkT_19:1c:!
Internet Protocol Version 4, Src:
Transmission Control Protocol, Sm

54 bytes on wire (432 bi-

Statistics = Telephony
Capture File Properties
Resolved Addresses
Protocaol Hierarchy
Conversations
Endpoints

Packet Lengths

1/ Graphs

Service Response Time

DHCP (BOOTP) Statistics
OMNC-RPC Programs
20West
ANCP
BAChet
Collectd
DMS
Flow Graph
HART-IP
HPFEEDS
HTTP
HTTP2
Sametime
TCP Stream Graphs
UDP Multicast Streams

F5
|Pwd Statistics
IPv6 Statistics

S S i

Wireless

Statistics |

Flow Gra

X

Tools  Help
Ctrl+Alt+Shift+C
n=196
Len=35
3 1.1
n=196

8.1.1? Tell 192.168.1.4
ACK] Seq=1 Ack=1 Win=259 Len=1
ACK] Seq=1 Ack=2 Win=265 Len=8 SLE=1 SRE=2

CK] Seq=1 Ack=1 Win=259 Len=1 [TCP segment of a reassembled PDU]
CK] Seq=1 Ack=2 Win=581 Len=8 SLE=1 SRE=2

1, Len: @

face \Device\NPF_{@FADE74D-17BC-4747-B885-EEDFDC1F3683}, id @
2:91 (99:21:63:44:33:91)

Time 132.188.1.2 83.212.207.19 Comment
24,863780 50175 | SN > 8 Seq-0
24,961648 50175 !.. SRR ! 80 Seq=0Ack=1
24951762 o175 | EE . 80 Seq=1Ack=1
25.840946 50175 | AR B - &0 Seq=1Ack=1
25.943298 50175 e LE '8 Seq=1Ack =412
26,240509 0175 e SCEEer L L0 Seq=1Adk =412
26.242260 0175 e BCKSEars 5 Seq = 1417 Ack = 412
26,242313 s0175 | GEd . e Seq = 412 Ack = 2833
26244118 50175 L B i : 80 Seq = 2833 Ack = 412
76,284207 0175 I LS .,! 80 Seq = 412 Ack = 4183
29,472245 D175 : Bk RN e .,: 8 Seq = 412 Ack = 4183

Limit to display filter

Packer 1228: Seq = 8431 Ack = 878

Flow type: | TCP Flows A Addresses: |Any

Save As... Reset Diagram Cloze Help




M wi-Fi

File Edit Wiew Go Capture Analyze Statistics Telephony  Wireless  Tools  Help

d B @ R Display Filters... LE
|1 |tep.stream eq 25 Display Filter Macraos... [X] | +
o Time Source Display Filter Expression... fo
r .863780 192.168. Apo Col Cirl+Shift-| 3175 = B8 [SYN] Seq=@ Win=64248 Len=8 MSS5=1468 WS=256 SACK PERM=1
Apply as Column Ctrl+Shift+ .
892 24.961649 383.212.2 PRy 3 + 58175 [SYN, ACK] Seq=08 Ack=1 Win=64248 Len=8 M55=1416 SACK_PERM=1 WS=128
893 24.961762 192.168. Apply as Filter P 8175 > 8@ [ACK] Seq=1 Ack=1 Win=66384 Len=@
947 25.848946 192.168. Prepareas Filter » T / HTTP/1.1
951 25.943298 83.212.:2 - - 3 + 58175 [ACK] Seq=1 Ack=412 Win=54128 Len=8
Conversation Filter 4 ]
988 26.248509 B83.212.2 3 + 58175 [ACK] Seq=1 Ack=412 Win=64128 Len=1416 [TCP segment of a reassembled PDU]
981 26.2422680 83.212.2 Enabled Protocols... Ctrl+Shift+E 8 =+ 58175 [ACK] Seq=1417 Ack=412 Win=64128 Len=1416 [TCP segment of a reassembled PDU]
982 26.242313 192.168. . 3175 » B@ [ACK] Seq=412 Ack=2833 Win=66384 Len=0
Decode As... Ctrl+5Shift+U
983 26.244118 §3.212.7 FeodeAs PENTEY Hpr1.1 200 0K (text/html)
931 26.284207 192.168. Reload Lua Plugins Crl+Shift+L 3175 5 8@ [ACK] Seq=412 Ack=4183 Win=65824 Len=@
< >
SCTP 4
Frame 885: 66 bytes on wi Eollow b TCP Stream Ctrl+ Alt+Shiff+T _ fﬂDE?fl—D-l?BC-q—?ﬂ-?-BSS5-EEDFDC1F3693}r id @
Ethernet II, Src: Tp-Link 5 ey |
Int 1 ; - - UDP Streamn Ctrl+Alt+5hifi
nternet Protocol Version Show Packet Bytes.. Ctrl+Shift+0
issi | TLS Stream Ctrl+Alt+Shift - :
Transmission Control Prot Pl GET / HTTR/1.1 N

HTTP Stream Ctrl+Alt+5hiff |Host: ccslab.aueb.gr

User-Agent: Mozilla/5.8 (Windows NT 18.8; Win64; x64; rv:82.8) Gecko/20186161 Firefox/82.8
HTTP/2 5tream Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: en-US,en;q=8.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

Cookie: _ga=GA1.2.478121687.16085115916; _fbp=fb.1.16685115916060.1288997782
Upgrade-Insecure-Requests: 1

QUIC Stream

HTTP/1.1 288 OK

Date: Fri, 13 Nov 2020 16:41:44 GMT

Server: Apache/2.4.18 (Ubuntu)

Link: <http://ccslab.aueb.gr/index.php/wp-json/>; rel="https://api.w.org/"
Link: <http://ccslab.aueb.gr/>; rel=shortlink
Vary: Accept-Encoding

Content-Enceding: gzip

Content-Length: 3806

Keep-Alive: timeout=5, max=18@

Connection: Keep-Alive

Content-Type: text/html; charset=UTF-3

v
2 dient plis, 7 server pkis, 7 tums.
Entire conversation {10kB) w Show data as | ASCIL w Stream
Find: | [ Findnext |
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Filter Out This Stream Print Save as... Back Close Help




M Vi-Fi
File Edit Wiew Go Capture Analyze Statistics  Telephony  Wireless  Tools  Help
MR ] &= Capture File Properties Ctrl+Alt+Shift+C

Resolved Addresses

L= " et B

Source C Protocol Hierarchy

Conversations
@.a77488 le4.146.282.25
LB77544 182.168.1.2
. 226345 1562.168.1.3
. 248615 92.123.96.267
. 281258 152.168.1.2
. 399763 52.114.184.45
487917 92.123.96.267 DHCP (BQOTP) Statistics
Soe T nt ot 2t Wireshark - Protocol Hierarchy Statistics . Wi-Fi

IN, ACK] Seq=1 Ack=2 Win=1828 Len=8
CK] Seq=2 Ack=2 Win=259 Len=8
n=19&

I/O0 Graphs t3

Endpoints
Packet Lengths

Service Response Time CK] Seq=1 Ack=44 Win=256 Len=8

I = T (R W (R S WY
ST ST T S ST SO

Protocol : Percent Packets Packets Percent Bytes Bits/s End Packets End Bytes End Bits/s

¥ Frame 100.0 83 100.0 6974 0 0
* Ethernet 100.0 g3 7.1 495 0 0
* Internet Protocol Version 4 ar.7 86 4.9 691 ] 0
* User Datagram Protocol 443 39 1.8 125 0 0
Simple Service Discovery Protocol 4.5 4 6.3 40 4 440
CQUIC IETF 20.5 18 46.7 3254 18
Data 19.3 17 127 a7y 17
* Transmission Control Protocol 53.4 47 13.1 1056 23
Transport Layer Security 26.1 23 9.6 BB 23
Data 1.1 1 0.0 ] 1
Address Resolution Protocol 2.3 2 0.3 22 2

No displz)- firar.
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M AWi-Fi

File Edit

View Go

Capture File Properties Ctrl+Alt+Shift+C

[ apy

1=}

y a display

]

Resolved Addresses

d m ® mRE ] &=

Mo. Time

2 B.877488
3 B.877544
4 B.226345
5 B.248615

£ A aoaaco

Ethernet * &

Protocol Hierarchy

164.146.282.25 1
Packet Lengths L1906
92.123.99. 287

‘ Wireshark - Conversations - Wi-Fi

IN, ACK] Seq=1 Ack=2 Win=1823 Len
CK] Seq=2 Ack=2 Win=259 Len=8

ta

FIF7l Cmm 1 Amla_ A8 312 e _ACE I mm

Address &

Packets Bytes
AskeyCom_44:32:91 Tp-LinkT_1%1c51
IPvdmcast_07

IPvdmcast_7f.ff:fa
IPvdmcast_7f.ff:fa
IntelCor_78:1a:43
SamsungE_4a:7e:le Broadcast

Samsungk_da:7e:le
IntelCor_78:1a:43
Samsungk_da:7e:le

Packets A —B Bytes A—B PacketsB —A BytesB —A RelStart Duration Bits/s A—B Bits/sB—A
29 5610 0.000000 19.8328 3009 2262
10 2380 0.226345 18.0226 0 1058
4 1264 2992374 15.0523 0 671
3 231 4936107 11.9804 0 154
0 0 6777387 10,0363 66 0
] 0 1886211 18.0199 136 0

oo o o

Mame resolution ] Limit to display filter
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Ethernet - & I IPv4 - 13 I IPvE TCP *9 UoP - 11

Packets Bytes Packets & =B BytesA —B PacketsB —+A BytesB —A RelStart Duration Bits/sA—B Bits/sB—A &

192.168.1.2 1 54 1 34 0 0 14551605 0.0000 — —

192.168.1.2 2 143 1 54 1 89 9443996  0.1093 3951 6512

192.168.1.2 3 267 1 101 2 166 13312551 01174 6384 11k

192.168.1.2 3 688 2 447 1 241 0399763 0.1545 23k 12k

74,125.133.188 192.168.1.2 2 12 1 66 1 53 16.822907 0.0779 6778 5048
192.168.1.2 33 2789 19 1961 14 228 0.240615 18.2004 261 363 .,
1E resol [] Limit to display filter [] Absolute start time Conversation Types ™

Copy | Follow Stream... Graph... Close Help
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M HWi-Fi

2 @.a77488 184.146.282.25
3 @B.e77544 192.168.1.2

4 8.226345 192.168.1.3

5 8.248615 92.123.98.287
6 @8.281258 192.168.1.2

7 8.399763 52.114.184.45
8 @8.487917 92.123.98.287

Ethernet * 7 IPv4 -+ 15

File Edit View Go Capture Analyze
Am @ R R & =
Time Source C

M \Wireshark - Endpoints - Wi-Fi

Statistics = Telephony Wireless  Tools  Help

Capture File Properties Ctrl+Alt+Shift+C
Resolved Addresses

Protocol Hierarchy

Conversations

Endpeints

Packet Lengths

1/Q Graphs

Service Response Time L4

DHCP (BOOTPR) Statistics

IPve TCP - 16 DP - 17

v]+

CK] Seq=2 Ack=2 Win=259
n=196

ta

CK] Seq=1 Ack=44 Win=25¢
ta

ta

Address Packets Bytes TxPackets TxBytes RxPackets

00:21:63:44: 3a:51 B3 13k 36 7461 29
01:00: 5e;00:00:07 10 2380 0 0 10
01:00:5e: 7H:ff:fa 71495 0 ] 7
Idela: 781245 B 1348 ] 1348 0
3 dedl1®1c51 B3 13k 29 5610 36
fol3ofda:Tele 17 2919 17 2919 0
AR B 392 0 ] B

Rx Bytes

[ ] Mame resolution

[] Limit to display filter

Copy Map

Endpoint Types *

Close

Help

M Wireshark . Endpoints - Wi-Fi
'IN, ACK] Seq=1 Ack=2 Wir

— O x

Ethermet-7 [ IPva-15 | IPvé TCP-16 UDP- 17

Address Packets Bytes TxPackets TxBytes RxPackets RxBytes Country City  ASMumber AS Organization
51.140.157.153 1 34 1 54 0 0 — — — —

52.111.231.3 2 143 1 54 1 8 — — — —

52.114.74.225 3 267 1 101 2 166 — — — _

52.114.104.45 3 688 2 47 1 240 — — — _

74.125.133.188 2 11 1 66 1 55 — — — —

92.123.90.207 33 2789 19 1961 14 828 — — — _

104.146.202.23 3182 1 54 2 108 — — — _

172.217.17.163 9 4100 5 2079 4 2021 — — — —

172.217.189.131 9 4747 5 2645 4 2102 — — — _

182.168.1.2 65 13k 29 5610 36 7461 — — — —

192.168.1.3 17 2919 17 2919 0 0 — — — —

152.168.1.4 4 1264 4 1264 0 0 — — — —

192.168.1.255 4 308 ] 0 4 308 — — — —

224.0.0.7 10 2380 ] ] 10 2380 — — — —

239.255.255.250 71485 ] 0 7 1485 — — — —

ame resolutio [ Limit to display filter Endpoint Types ~
Copy ™ Map Help




‘ Wireshark - Destinations and Ports - Wi-Fi

o

Topic / Item Count Awverage MinVal MaxVal Rate(ms) Percent Burst Rate Burst Start

% [Destinations and Ports 86 0.0043 100% 0,0800 3.995
¥ 02,123.90.207 14 0.0007 16.28%  0.0300 3,996
w TCP 14 00007 100.00%  0.0300 3.996
443 14 00007 100.00%  0.0300 3,996
74.125.133.188 1 0.0001 1.16%  0.0100 16.823

w TCP 1 0.0001 100.00%  0.0100 16.823
5228 0.0001 100.00%  0.0100 16.823
52.114.74.225 0.0001 233%  0.0100 13.313
w TCP 0.0001 100.00%  0.0100 13.313
443 0.0001 100.00% 0.0100 13.313
52.114.104.45 0.0001 1.16%  0.0100 0419

w TCP 0.0001 100.00%  0.0100 0419
443 0.0001 100.00% 0.0100 0419
52.111.231.3 0.0001 1.16%  0.0100 9,444
w TCP 0.0001 100.00%  0.0100 0,444
443 0.0001 100.00% 0.0100 9,444
239.255.255.250 00004 2.14%  0.0100 2.9492

~ LDP 0,000 100.00%  0.0100 2,992
1900 0.0002 S714%  0.0100 2.9492

15600 0.0002 42.86%  0.0100 4936

W 224007 0.0005 11.63%  0.0100 0.226

— L e ] om] — — 2 & & & Pod Pud P —

Display filter: | |

Save @s...
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» Wireshark | Color Coding (while listing packets)

Light purple
Light blue
Black

Light green

Light yellow

Dark yellow

Dark gray

TCP
UDP
Packets with errors

HTTP traffic

Windows-specific traffic, including Server Message
Blocks (SMB) and NetBIOS

Routing

TCP SYN, FIN and ACK traffic
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