Ap. Avva Kepala

WireShark
(a network protocol analyser)
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y Katavonon Aiktuakwy MNMpwTtoKOAAWY

Mapatripnon akoAovBiag avtaAdacocouevwy
UNVUULATWY

N\ETITOUEPELEG AELTOVPYLOG TTPWTOKOAAWY

AVO JLVATOTNTEC
[Mpocopoiwon Aettovpyilag SIKTUOU

+ «[MapakoAoVBnon» Tpayuatikig Aettovpylog dSIKTUOU
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y T( e(vau Packet Sniffer?

Packet analyzer, network analyzer, protocol analyzer 1
packet sniffer

captures (aypaAwtiCel) Ta OIKTVAKA UnvouaTa
(TtakeTa)

KABWC oL POEG ETTIIKOLVWVI(AG OESOUEVWY KLVOUVTAL GTO
d(KTvO, 0 sniffer atyuaAwtiCel ( ) TA TTAKETAQ,
ATTOKWOLKOTTOLEL ( ) Ta avenmegEpyaota
dedopeva (Ttedla TPWTOKOAAWY TTOKETOV) Kal TA
avaAveL ( ) cOuwva e RFC ] aAAa
specifications
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y T(elval Packet Sniffer? (cuv.)

Passive, uovo Aaufdvetl avtiypa@a Twy TTOKETWY

+ 1 eme€epyacia TWY TTAKETWY oLVEXI(ETAL KAVOVIKA

AttoteAe(tal anod dvo uepn:

. : OAQ TOL TTPWTOKOAAQ EVOWUATWVOVTAL
oto TtAaiolo (frame) Tov emumedov ocuvdeang (Tt.X. Ethernet)

o : headers a6 Ethernet frame, IP datagram,
TCP/UDP segment, application message
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to/from network

packet sniffer

packet
capture

(pcap)

Packet Sniffer Structure

Application (e.g.,
Web browser)

user space

operating

system Transport (TCP/UDP)
/ ) Network (IP)
of all frames sent an -
received over interface (link) Link (Ethem.Et 802.11)
Physical

to/from network




V
Frame

EVOWUQTWVEL TX
headers ato OAo T
TCLO TTAVW ETTITTES

Application
- application protocol, m.x. http, DNS, IMAP

Transport
+ protocol, t.x. TCP, UDP

- port number: 16-bit ak€paiog, 0-1024 ypnotpomolovvTal
yta well-known services, decougvpuéva amod to
AELTOVPYIKO

Network
+ protocol, .. IP

- IP address: 32-bit (IPv4) 1] 128-bits (IPv6), novadikdg
aplBudg ouvdeong Tov network interface tng cuokeurig
oTo Internet.

Link

» MAC (ethernet) address: 48-bit HEX apOudg
ntpoodlopilel Lovadikd to interface olvdeoNg 6TO
ToTtKO &(KTLO (aTTO TOV KATAOKELAOTY] TOV interface)
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»  WireShark: Network Protocol Analyzer

Kavel capture kat epgaviel aAANAemdpacTIKA TNV
K(vnon oto JIKTVO O€ TTPAYUATLKO XPOVO

Aev amokwoOIKoTolel Lovo Tta bits & bytes aAAd kat TG
oLOXETIOELG LETAED TTAKETWY KAl TIPWTOKOAAWY Kal TNV
aAAnAovyio UNVUUATWY TWY TTPWTOKOAAWY

Tpexel oe Windows, MacOS, Linux, Unix
Open source, GNU General Public License Ver. 2

=ek{vnoe Kal €ylve yvwoto w Ethereal
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v WireShark Packet Sniffer

http://www.wireshark.org/
[at( auto To epyalelo;
Stable
MeydAn Bdaon xpnotwy
KaAn tekunplwon

[TAoVola AsttovpytkOTnTa (AVAAVEL EKATOVTADEG
TIPWTOKOAAQ)

KaAn oxedioon tov user interface
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Installing

4
Stable Release: 4.6.0
Windows =64 Installer
https://www.wireshark.org/download.html [ IR EEE———

Windows =64 PortableApps®
mac05 Universal Disk Image

DOcumentation 3  Ubuntu

Source Code

* https://www.wireshark.org/docs/

User’s guide

* https://www.wireshark.org/docs/wsug_html chunked/



https://www.wireshark.org/download.html
https://www.wireshark.org/download.html
https://www.wireshark.org/docs/
https://www.wireshark.org/docs/
https://www.wireshark.org/docs/wsug_html_chunked/
https://www.wireshark.org/docs/wsug_html_chunked/
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Yrtootnptloueva MpwtokoAAa
4
OpYyavwVEL Ta TPWTOKOAAA Bdon tng Lepapxlog Le TNV

omola euaviCovtal oto trace

ExatovTtadeg ta vmootnpllopeva TpwtoKoAAa (TT.).
tcp), medla TpwTOKOAAWY (TT.X. tcp.port) Kat peca

YTTooTNPL(OUEVEC CUOKEVEG/DLETTAPEG

DUOLIKEG OLETTOPEG

Ethernet, serial (PPP), 802.11 (WiFi) wireless LANs, Bluetooth,
IrDA, USB

ELKOVIKEG SLETTOPEC

Loopback
* VLANS
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y MT1topw va dw OAn tnv Kivnon?

MOvo TTakeTa amo 1] TPOg TO UNXAvnUa Lou

H unicast k{ivnon dgv otéAveTal mavtou o€ eva switched
network

Broadcast kat multicast kivnon
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M The Wireshark Network Analyzer

File Edit View Go Capture Analyze Statistics Telephony Wireless Tocols  Help
dm ® R E ] = Y=

CIiCk 0}3 éva (Wtart capturing packets Etrl-/> -]+
interface yla

En LAOYr] u ..using this filter: | |E":E":‘ capture filter ... "] All interfaces shawn ™
Start paCket Local Area Connection™ 10 o

Local Area Connection™ &

x
T
i

Welcome to Wireshark

start Capture
capturing

Local Area Connection™ 2

Ca ptu re Local Area Connection™ 9 / Eni\éyw interface

Local Area Connection™ 1

Wi-Fi Y |
Adapter for loopback traffic capture alvoa

Ethernet

U5BPcapl -
U5BPcap2 -
USBPcap3 -
U5SBPcapd -
USBPcap3 -
USBPcapk -
USBPcap? -
U5SBPcapd -

Menu Capture,

Stop i I
OTOUATAEL TO
packet capture

G@eeeREe®

Learn
User's Guide * Wiki - Questions and Answers - Mailing Lists
‘You are running Wireshark 3.4.0 (v3.4.0-0-g9733f173ea5e). You receive automatic updates.
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+ Ready to load or capture Mo Packets Profile: Default
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menus EVTOAWV

Q|

MRE Re=2=F &<

Alota pe captured

TLOLKETOL

587364
. 589687
514854
.532882
.532189
.622222
. 789855
824168

e I I L B R (L |

npocdloplopog piAtpou pply 2 dsplay fiter . <ct

Source
1868.177.15.189
52.114.132.23
192.168.1.2
52.114.132.23
192.168.1.2
74.125.133.189
192.168.1.2
192.168.1.2

Destination
192.168.1.2
192.168.1.2
74.125.133.189
192.168.1.2
52.114.132.23
192.168.1.2
1868.177.15.189
74.125.133.189

Protocol  Length Info
uDp 78 443 - B3B88 Len=28

TCP 54 443 = 59797 [ACK] Seq=6349 Ack

UDpP 75 52257 + 443 Len=33
TLSv1.2 481 Application Data

TCP 54 59797 + 443 [ACK] Seq=5887 Ack

UDpP 78 443 = 52257 Len=28
UDpP 75 B38B88 =+ 443 Len=33
UDpP 75 52257 = 443 Len=33

Frame 1: 75 bytes on wire (688 bits), 75 bytes captured (688 bits) on interface \Device\NPF_{BFADEV4D-17BC-4747-E
Ethernet II, Src: Tp-LinkT_19:1c:51 (98:de:d®:19:1c:51), Dst: AskeyCom_44:33:91 (@8:21:63:44:33:91)

Internet Protocol Version 4, Src: 192.168.1.2, Dst: 172.217.169.142

User Datagram Protocol, Src Port: 58377, Dst Port: 443

Data (33 bytes)

AETTTOUEPELEC
eTUKEPAALO WV
ETUAEYUEVOU
TIOKETOU

63 44 33 91 938 de
1f 9a 46 @8 80 11

19 1c 51 @8 @& 45 aa leD: Q-E
83 c@ a8 81 82 ac do =
c4 c9 8l bb B8 29 e3 42 cl 68 43 @7 638

GESOHE'VQ T[aKé'[OU be 56 8f 2c fd 81 8f 17 87 c9 17 cd eb .y,
5C Ga e@ la 34 ad 63 15 F-%Wj--4 -c
o€ HEX kat ASCI|

nopdn

) 8-B-hC-h

—~J
™
<
<
o
>
)
-<
=
o)
A
R
.-<
=
=
o
™
Q
=
Vo)
>
Q
¢
a
C~
)
&
=
0
W
=2
)
ﬁ
-3

wireshark_Wi-FiKQYVT0. pcapng

| Packets: 232 - Displayed: 282 (100.0%) || Profile: Default
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menus EVIOAWV A Ethemet X
File Edit View Go  Capture Analyze Statistics  Telephony  Wireless  Tools  Help
Am 0 IBREBRe=>=FLE/[Eaaand
/4 I
T[pOO-Sl'OpLOH'Oq d)l-ATpOU | |—|:|:I_ a display filter ... <Ctrl-/> -+
Ma. Time Source Destination Protocol  Lengtt Info "
i 46 1.287948 192.168.9.29 175.12.160.11 TCP 68 63819 + 52989 [PSH, ACK] Seq=1 Ack=1 Win=517 Len=6
i 47 1.287967 192.168.9.29 81.83.21@8.177 TCP 68 63817 + 16881 [PSH, ACK] Seq=1 Ack=1 Win=513 Len=6
i 48 1.287966 192.168.9.29 176.212.185.184 BitTor. 71 Continuation data
i 49 1.287982 192.168.9.29 81.185.26.38 TCP 68 63821 + 14843 [PSH, ACK] Seq=1 Ack=1 Win=64248 Len=6
i 5@ 1.283044 192.168.9.29 135,125.233.219 BitTor. 60 Continuation data
i 51 1.324826 45.66.185.228 192.168.9.29 BT-DHT 146 Get_peers Info_hash=1e3c459dc986927b6926FbadSh@38eadcda2cflf
i 52 1,325235 192.168.9.29 45,66.185.228 BT-DHT 352 Response Nodes=8
0 i 53 1.358431 81.83.2108.177 192.168.9.29 TCP 68 16881 + 63817 [ACK] Seq=1 Ack=7 Win=229 Len=8 —
ALO"[a IJ_E Cca ptu red i 54 1.356700 176.212.185.184 192.168.9.29 TCP 68 6851 + 53018 [ACK] Seq=1 Ack=18 Win=166 Len=@ —
i 55 1.366827 135.125.233.219 192.168.9.29 TCP 60 6881 + 653822 [ACK] Seq=1 Ack=7 Win=115 Len=8 —
T[OLKE"EOL i 56 1.435583 176.212.185.154 192.168.9.29 TCP 68 6831 + 63818 [FIN, ACK] Seq=1 Ack=18 Win=166 Len=8 —
i 57 1.435565 192.168.9.29 176.212.185.184 TCP 54 63818 + 6881 [ACK] Seq=18 Ack=2 Win=516 Len=8 —
i 58 1.435642 192.168.9.29 176.212.185.184 TCP 54 63818 + 6881 [FIN, ACK] Seq=18 Ack=2 Win=516 Len=8 —
|
i 68 1.584148 176.212.185.184 192.168.9.29 TCP 68 6881 + 63818 [ACK] Seq=2 Ack=19 Win=166 Len=8 —
i 61 1.534781 156.146.68.136 192.168.9.29 BT-DHT 146 Get_peers Info_hash=ce57@8892c79a2a388349F772b97d750835086a7Fad v
- PO, dmm aee o e e e e e e e - - —
Frame 91: 119 bytes on wire (952 bits), 119 bytes captured (952 bits) on interface \Device\NPF_{343EB1s; 2888 98 1b e 85 cf 6 [N E:Eac LN
. . —
Ethernet II, Src: Fortinet 89:8f:12 (@8:89:8F:89:8F:12), Dst: FujitsuTechn 85:cf:¥6 (98:1b:8e:85:{F:F6 @@ 69 @@ @2 48 8@ 3a 11 dd b5 did 3a
Internet Protocol Version 4, Src: 216.58.2085.42, Dst: 192.168.9.29 29 id gé ;E T8 52 ?E’ 32 gi gg ‘;; zi
C C ea C a
User Datagram Protocol, Src Port: 443, Dst Port: 61546 CB dO 4F f8 6@ OF cf £7 bl 38 Ze 42
Data (77 bytes) B0 2c eS 60 61 b3 af 3d 44 8e e3 17
, 7b 22 53 @F 51 el d8 de 16 c9 Ga a7
)\EHTOHEPELEC 6d a7 df 94 2 82 7a
6 6 4 /4
, EOOMEVA TTAKETOU
ETUKEPAALOWV HEX ASCH
A ] (013 KOl
ETUAEYUEVOU 00
) Hopdn
—
> £ >
herpnetdB NP AN LE! £ 4. [izn ed 5 D002 . Drgnped: 0 (009 Profile: Defanlt
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4 Packet Listing

Packet number (celpd ue tnv omolia yivetal To
capturing)

Time elapsed (0 xpdvog tov exeL TEPACEL ATTO TNV APXN
NG aviyvevong)
Source/destination addresses (IP rj Ethernet)

Protocol type (top level: TCP, UDP, http, ssl, ...)
Length

Protocol-specific information




J 103 531A0y0AX3],

103dliL

4

SladopeTIKA
TP WTOKOAAQL
EVOWLATWVOVTAL
LECOL O £VA TIOKETO

3=

Q|

587364
. 589687
514854
.532882
.532189
.622222
. 789855
824168

e I I L B R (L |

Source
1868.177.15.189
52.114.132.23
192.168.1.2
52.114.132.23
192.168.1.2
74.125.133.189
192.168.1.2
192.168.1.2

Destination
192.168.1.2
192.168.1.2
74.125.133.189
192.168.1.2
52.114.132.23
192.168.1.2
1868.177.15.189
74.125.133.189

Protocol
uDP

TCP

uDP
TLSv1.2
TCP

uDP

uDP

uDP

Length Info

78 443 » B3388
54 443 » 59797
75 52257 = 443

481 Applicaticon

54 59797 = 443
78 443 » 52257
75 63888 = 443
75 52257 = 443

Len=28

[ACK] Seq=6349 Ack

Len=33
Data

[ACK] Seq=5887 Ack

Len=28
Len=33
Len=33

Frame 1: 75 bytes on wire (688 bits), 75 bytes captured (688 bits) on interface \Device\NPF_{BFADEV4D-17BC-4747-E
Ethernet II, Src: Tp-LinkT_19:1c:51 (98:de:d®:19:1c:51), Dst: AskeyCom_44:33:91 (@8:21:63:44:33:91)

Internet Protocol Version 4, Src: 192.168.1.2, Dst: 172.217.169.142
User Datagram Protocol, Src Port: 58377, Dst Port: 443

Data (33 bytes)

63 44 3a 91 98 de
1f 9a 48 88 38 11
cd c9 @1 bb 8@ 29
bh@ 56 8f 2c fd 81
5Cc Ba eB la 34 a4

19 1c 51 @8 @& 45 aa leD: Q-E
83 c@ a8 81 82 ac do =
e3 42 cl 68 43 @7 638

gf 17 87 c2 17 cd eb e,
63 15 F-\j -4

) 8-B-hC-h

JIeySaIIp | aoqadngomy 53

wireshark_Wi-FiKQYVT0. pcapng | Packets: 232 - Displayed: 282 (100.0%) || Profile: Default
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y Packet-fields/headers details (yla emiAeyuevo
TLOLKETO)

Ethernet frame (emi{medo cUvdeaNg dedoUEVWY)
IP datagram (emimedo dikTvov)

TCP/UDP segment (emimtedo HeTOPOPAC)

Upper layer protocol (emtiitedo e@apuoyric)




B RE ] &= ® 6 @

bl

=

Source Destination Protocol Infa
. 251463 172.217.169.142 192.168.1.2 UDpP 443 = 58377 Len=1358
. 148978 192.168.1.2 188.177.15.189 UDpP 75 83888 + 443 Len=33
. 146853 192.168.1.2 74,.125,.133.189 Uop 75 52257 = 443 Len=33
.B66345 172.217.169. 192.168.1.2 UDpP b7 443 =+ 58377 Len=25
. BE8949 192.168.1.2 172.217.169.142 UDpP 257 58377 =+ 443 Len=215
. BE8E45 192.168.1.2 172.217.169.142 UDP 348 58377 =+ 443 Len=386
. BBBEEE 192.168.1.2 172.217.169.142 Uop 75 58377 = 443 Len=33
7.532882 52.114.132.23 192.168.1.2 TLSv1.2 481 Application Data

A 481 bytes on wire (3848 bits), 481 bytes captured (3848 bits) on interface \Device\NPF {8FADE7AD-17BC-4747-BE A
Interface id: @ (\Device\NPF_{@FADE74D-17BC-4747-B335-EEDFDCIF3683L)
Encapsulation type: Ethernet (1)

Arrival Time: Nov 13, 2828 15:19:23.915165888 GTE Standard Time
[Time shift for this packet: 6.000008880 seconds]

Epoch Time: 1685273563.915165888 seconds

[Time delta from previocus captured frame: @.813823888 seconds]
[Time delta from previcus displayed frame: @.81l5823@88 seconds)
[Time since reference or first frame: 7.5326828600 seconds]
Frame Number: 271

Frame Length: 481 bytes (3843 bits)

Capture Length: 481 bytes (3848 bits)

[Frame is marked: False]

[Frame is ignored: False]

|[Prntncnls in frame: Eth:ethertype:ip:tcp:tls]|

[Coloring Rule Mame: TCP]

[Coloring Rule String: tcp]
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QA

Source Destination Protocol Info

. 251463 172.217.169.142 192.168.1.2 UDP 443 = 58377 Len=1358

148978 182.168.1.2 188.177.15.1848 UDP 75 63888 =+ 443 Len=33

146853 182.168.1.2 74.125.133.189 UDP 75 52257 = 443 Len=33

.B66345 172.217.169. 192.168.1.2 UDP 67 443 » 58377 Len=25

. Ba3949 192.168.1.2 172.217.169.142 uDpP 257 58377 » 443 Len=215

. BE5645 192.168.1.2 172.217.169.142 UDP 348 58377 » 443 Len=386
8. BBaaaa 192.168.1.2 172.217.169.142 UDP 75 58377 = 443 Len=33

271 7.532882 52.114.132.23 192.168.1.2 TLSv1.2 481 Application Data

>

Frame 271: 481 bytes on wire (3848 bits), 481 bytes captured (3848 bits) on interface \Device\\WNPF_{@FADEV4D-17BC-4747-B8E5
Ethernet II, Src: AskeyCom 44:33:91 (@8:21:63:44:35:91), Dst: Tp-LinkT 19:1c:51 (98:de:d@:19:1c:51)
Destination: -LinkT 19:1c:51 (98:de:d@8:19:1c:51
Source:] AskeyCom_44:33:91 (#B:21:63:44:38:91
Type: IPvd (@x@500)
Internet Protocol Version 4, Src: 52.114.132.23, Dst: 192.168.1.2
Transmission Control Protocol, Src Port: 443, Dst Port: 59797, Seq: 6349, Ack: 5887, Len: 427
Transport Layer Security

—~J
™
<
<
o
>
)
-<
=
o)
A
R
.-<
=
=
o
™
Q
=
Vo)
>
Q
¢
a
C~
)
€
=
0
W
=2
)
_g
-3




MRE Qe=2=F & = @ & @ 77

-

Time Source Destination Protocol Info
.251463 172.217.169. 192.168.1.2 uop 443 » 58377 Len=1356
. 148978 192.168.1.2 188.177.15.189 uopP 75 63888 = 443 Len=33
. 145853 192.168.1.2 74.125.133,189 uopP 75 52257 = 443 Len=33
. 866345 172.217.169. 192.168.1.2 uopP 67 443 = 58377 Len=25
. 888949 192.168.1.2 172.217.169.142 uopP 257 58377 = 443 Len=215
. B88645 192.168.1.2 172.217.169.142 uop 348 58377 = 443 Len=386
& . BBEaeE 192.168.1.2 172.217.169.142 uop 75 58377 = 443 Len=33
271 7.532882 52.114.132.23 192.168.1.2 TLSv1.2 481 Application Data

>

Frame 271: 481 bytes on wire (3848 bits), 481 bytes captured (3848 bits) on interface \Device\NPF_{@FADE74D-17BC-4747-Bf A
Ethernet II, Src: AskeyCom 44:33:91 (88:21:63:44:33:91), Dst: Tp-LinkT 19:1c:51 (98:de:d@:19:1c:51)
% Internet Protocol Version 4, Src: 52.114.132.23, Dst: 192.168.1.2
@181 = Header Length: 28 bytes (5)
Differentiated Services Field: @x@® (D5CP: C58, ECN: Not-ECT)
Total Length: 467
Identification: @x58b9 (28665)

@x48, Don't fragment
Fragment Offset: @
r;;;E to Liwve: 111
Frotocol: TCP (6)

Header Checksum: 8x3f38 [validation disabled]
[Header checksum status: Unverified]

|SDurce Address: 52.114.132.23'

ESLLNaLLOnN ress . .
Transmission Control Protocol, Src Port: 443, Dst Port: 59797, Seq: 6349, Ack: 5887
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®

. Fl+ ¢

[E= L Wl

RERexs=F &= @ 6 & I

aisplay

Time Source Destination Protocol Length Info
7 8.251463 172.217.169. 192.168.1.2 uDpP 1392 443 » 58377 Len=13%8
b @8.148978 192.168.1.2 188.177.15.189 uoP 75 63888 = 443 Len=33
5 8.146853 192.168.1.2 74.125.133.189 uDpP 75 52257 »+ 443 Len=33
4 8.866345 172.217.169.142 192.168.1.2 uDpP 67 443 » 58377 Len=25
3 8.88s5949 192.168.1.2 172.217.169.142 uDpP 257 58377 » 443 Len=215
>

Frame 271: 481 bytes on wire (3848 bits), 481 bytes captured (3848 bits) on interface \Device\NPF_{B@FADE74D-17BC-4747-B8i A
Ethernet II, Src: AskeyCom_44:33:91 (@8:21:63:44:33:91), Dst: Tp-LinkT_19:1c:51 (98:de:d8:19:1c:51)
Internet Protocol Version 4, Src: 52.114.132.23, Dst: 192.168.1.2
* Transmission Control Protocol, Src Port: 443, Dst Port: 59797, Seq: 6349, Ack: 5887, Len: 427
Source Port: 443
Destination Port: 59797
[Stream index: 14]
[TCP Segment Len: 427]
|SequencE Number: 6349 | (relative sequence number)
Sequence Number (raw): 2685853786
[Next Sequence Number: 6776 (relative sequence number)]
Acknowledgment Number: S@87 (relative ack number)
Acknowledgment number (raw): 746573458
@181 .... = Header Length: 28 bytes (5)

[Flags:] exe1s (PsH, Ack)

d 5

[Calculated window size: 261888]
[Window size scaling factor: 256]
Checksum: 8x2dc9 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: @

J 103 531A0y0AX3],

103dliL

4
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M ~Wi-Fi
File Edit VWiew Go Capture Analyze Statistics  Telephony  Wireless  Tools  Help

4d m ® @ Options... Ctrl+K @ Q ¥
er . ¢ Ml Stort Cirl+E Emtidoyn @{Atpov mtpLv

o, ime M Stop Ctr+E Srotoco en n e 1
N n ; tocol _Length Info Eexivrjoovue to capturing

Restart Ctrl+R
@.877480 T T cP 54 443 + 64677 [FIN, ACK] Seq=1 Ac
. BT 7544 Ci- = —= = st
376345 Refresh Interfaces F5 0| ‘
. 248615 02.123.96.2087 192.168.1.2 TL]
,281258  192.168.1.2 92.123.98.287 TCl | Filter Name Filter Expression

-399763  52.114.184.45 192.168.1.2  TU Ethernet address 00:00:5e:00:53:00 ether host 00:00:5e:00:53:00
LABTa17 §2.123.98.2867 192.168.1.2 TL} Ethernett_',rpe Ox0B06 (ARP) ether proto 00806
Sbenis 92.123.98.287 192.168.1.2 TL: Mo Broadecast and no Multicast not broadcast and not multicast
L0488 192.168.1.2 02.123.96. 287 TC‘ Mo ARP not arp

3 IPvd only ip

Frame 1: 54 bytes on wire (432 bits), 54 bytes cap IPv4 address 192.0.2.1 hu:-st1§'2.[).2.1
Ethernet II, Src: Tp-LinkT_19:1c:51 (98:de:d@:19:] IPvG enly ip6
Internet Protocol Version 4, Src: 192.168.1.2, Ds‘1 IPv6 address 2001:dbé::1 host 2001:dba:1

Transmission Control Protocol, Src Port: 64677, D TCP only tcp
LDP only udp

Mon-DMNS not port 33

TCP or UDP port 80 (HTTR) port 20

HTTP TCP port (20) tep port http

Mo ARP and no DNS not arp and port not 53

Mon-HTTP and non-5MTP to/from www.wireshark.org not port 80 and not port 23 and host www.wireshark.org

| | Apply a display
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| M ~wi-Fi
I File Edit View Go Capture  Analyze Statistics Telephony Wireless  Tocols  Help

Display Filters... LEd
Display Filter Macros...

Source Display Filter Expression... o

Apply as Column Ctrl+Shift+|
e i i Wireshark - Display Filter Expression
.B77544  192.168. Apply as Filter 677 = 4 Py 2

226345 192.168. Prepare as Filter a1
a -
-248615  52.123.3 Conversation Filter plica

.281258  192.168. 1387 = IPPUSE . Internet Printing Protocol Cwer USE » | | ic i resent

399763 52.114.1  Enabled Protocols.,  Ctrl+Shift+£  pPLica IProvideClassinfo - DCOM IProvideClassinfo [
487917 92.123.6 plica

A e e LB Y

Field Mame Relation

I R B R, [ ST

Decode As... Ctrl+Shift+U e |PSICTL « IPSICTL
Reload Lua Plugins Ctrl+Shift+L ¥ |Pwd . Internet Protocol Version 4 /

Frame 1: 54 bytes on wire ts) o [ip.addr - Source or Destination Address
Ethernet II, Src: Tp-Link sCTP skeyli
Internet Protocol Version Follow .25 . . Value (IPv4 address)
Transmission Control Prot ISeq: : '

Show Packet Bytes... Ctrl+Shift+ 0 | 192,168,1.2

Expert Information _ Predefined Values

PiE

Field Name: all supported = H“ﬂ“ﬁﬁ‘“‘*ﬂﬂ“‘ﬂ“gﬂﬂ
: ip
protocols headers fields (poaddr == 152.160,1.2

Olicke O fo fnsexrt Hhis fiter
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Q Qe

Destination Protocol  Length Info

IR
&

64677 » 443 [
97 Application D
52387 = 443

. Application

8.
5 8.
6 @..

Application
5 Application

Ll B Pl | - AAa=

LY I v R |
a & & &

Frame 1: 54 bytes on wire (432 bits), 54 bytes captured (43
Ethernet II, Src: Tp-LinkT_19:1c:51 (98:de:d®:19:1c:51), Ds
Internet Protocal Version 4, Src: 192.168.1.2, Dst: 184.146
Transmission Control Protocol, Src Port: 64677, Dst Port: 443, Seq: 1, Ack: 1, Len: @

E -:1:|{|'_F}|.I_ oy I:'|

didtpou
hilxy

54 443 = 64677 [FIN, ACK] Seq=1 Ack=2 Win=1828 Len=8
ACK] Seq=2 Ack=2 Win=259 Len=8
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. Mapadelypata @iAtpwy

Kivnon uovo amd/mpog tnv IP
dlevOuLVOoN: 104.146.202.25

ip.host == "104, 146,202, 25"

Kivnon and/mpog eva eVpog (range) |
IP dlevBuvoewyv

ip.addr==192,168.0.0/16

HTTP kivnon (well known port: 80,
ds)

tcp.port==80

Capturing filters: https://gitlab.com/wireshark/wireshark/-
[wikis/CaptureFilters

Displaying filter: https://gitlab.com/wireshark/wireshark/-
[wikis/DisplayFilters



https://gitlab.com/wireshark/wireshark/-/wikis/CaptureFilters
https://gitlab.com/wireshark/wireshark/-/wikis/CaptureFilters
https://gitlab.com/wireshark/wireshark/-/wikis/CaptureFilters
https://gitlab.com/wireshark/wireshark/-/wikis/DisplayFilters
https://gitlab.com/wireshark/wireshark/-/wikis/DisplayFilters
https://gitlab.com/wireshark/wireshark/-/wikis/DisplayFilters
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4

AvaAuon tTng Aeltovpylag evOg TTPWTOKOAAOU

ATtAO Tapadetyua: oo eivat to RTT (Round Trip Time)
evo¢ HTTP request?

Time touv GET message (No 181)

Time tou response message (No 197)

Time
.B38256
. 664581
.698282
L 7BE141
. 785188

Source

195.251.234.17

195.2
195.2
195.2

l|:_|5 =N b 1= =

Destination
251.25%
251.23
251.2
251.25%

251.23

195.
1385,
195.
195.
195.

Protocol  Length  Info
HTTP 543 GET /pages/metaptyxiaka/part-time.php HTTP/1.1
HITP 252 HTTP/1.1 288 OK (text/html)

HTTP 635 GET /a =s/page.css HTTP/1.1
HTTP 583 GET /= fbanner/T21_1.jpg HTTP/1.1
HITP 324 HTTP/1.1 384 Not Modified
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Protocol  Length Info
58175 » 88 | 5YN Win=g4248 Le 5= SACK_PERM=1
88 = 58175 [5YN, 4 =@ Ack=1 Win : M55=1416 SACK _PERM=1 W
5@8175 =+ 88

B

ca
ca
=

n

=
L I Y I |

o
ol el
=Y
[ B s |
o4

[ B s B v |
(% Y |

[ ]
L T s O s B |

5
7
147
3

B
Ln
*
[

=
-3
B

1.1 Etwct 'html)

Seq=412 Ack=4183 Win=65824

[¥5]
i
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M Awi-Fi

4

File Edit View Go Capture Analyze
| @ RE ] &=
|-:: a display filter ... <Cirl-
i Mo, Time: Source C
61 16.280853 192.168.1.3 2
62 16.813866 IntelCor_78:1.. E
63 16.322987 192.168.1.2 F
64 16.988798 74.125.133.1838 1
65 16.916585 192.168.1.3 .
66 18.844695 192.168.1.4 2
67 18.2485941 192.168.1.3 e
68 18.417465 192.168.1.2 q
69 18.441834 92.123.98.287 1
78 19.481843 192.168.1.2 1

Frame 1:
Ethernet II, Src: Tp-LinkT 19:1c:!
Internet Protocol Version 4, Src:
Transmission Control Protoceol, Sm

54 bytes on wire (432 bi-

Statistics

Telephony
Capture File Properties
Resolved Addresses
Protocaol Hierarchy
Conversations
Endpoints

Packet Lengths

1/Q Graphs

Service Response Time

DHCP (BOOTP) Statistics
OMNC-RPC Programs
20West
AMNCP
BAChet
Collectd
DHS
Flow Graph
HART-IP
HPFEEDS
HTTP
HTTP2
Sametime
TCP Stream Graphs
UDP Multicast Streams

F5
IPovd Statistics
IPv6 Statistics

Era HH

Wireless

Statistics |

Flow Gra

X

Tools  Help
Ctrl+Alt+Shift+C
n=196
Len=35
3 1.1
n=196

8.1.1? Tell 192.168.1.4
ACK] Seq=1 Ack=1 Win=259 Len=1
ACK] Seq=1 Ack=2 Win=265 Len=8 SLE=1 SRE=2

CK] Seq=1 Ack=1 Win=259 Len=1 [TCP segment of a reassembled PDU]
CK] Seq=1 Ack=2 Win=581 Len=8@ SLE=1 SRE=2

1, Len: @

face \Device\NPF_{@FADE74D-17BC-4747-B885-EEDFDC1F3683}, id @
2:91 (99:21:63:44:3a:91)

Time 132.188.1.2 83.212.207.19 Comment
24.8637530 50175 | SYN - 80 Seq=0
24,951649 50175 !.. ElEd ! 80 Sen=0Ack=1
24.951762 0075 | Hes . 80 Sen=1Ack=1
25.340946 50175 | PSH, ACK - Len: 411 - 80 Seq=1lAck=1
25.943298 50175 e EEH 50 Sen=1Ack = 412
26240509 50175 !r. SKSEen 3 LHE ! 80 Seq=1 Ack = 412
26.242260 0175 1 SNSRI 50 Seq = 1417 Ack = 412
26.242313 so175 | e . 50 Seq = 412 Ack = 2833
26.244118 50475 PSH, ACK - Len: 1350 ! 80 Seq = 2833 Ack = 412
26,284207 0175 I EEK .,! 80 Sen = 412 Ack = 4183
29.472245 SDITE : oL R e .,: 8 Seq = 412 Ack = 4183

Limit to display filter

Packer 1228: Sog = 8471 Ack = 878

Flaw type: TCP Flows A Addresses: |Any

Save As... Reset Diagram Close Help
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File Edit View Go Capture Analyze Statistics Telephony Wireless  Tools  Help

d m ® R Display Filters... (e
| |tep.stream eq 25 Display Filter Macros... [X] - +
o Tme Source Display Filter Expression... fo
r .863788 192.168. Apo Cal Ctel+Shift-| #L75 =+ B@ [SYN] Seq=2 Win=64240 Len=8 M55=1468 WS=256 SACK_PERM=1
Apply as Column Ctrl+Shift+ .
892 24.961649 83.212.2 PPy } + SBL7S [SYN, ACK] Seq=8 Ack=1 Win=54248 Len=8 M55=1416 SACK_PERM=1 WS=128
893 24.961762 192.168. Apply as Filter P 8175 > 8@ [ACK] Seq=1 Ack=1 Win=66384 Len=@
947 25.848945 192.168. Prepare as Filter b ET / HTTP/1.1
951 25.943298 83.212.2 - - 3 + 58175 [ACK] Seq=1 Ack=412 Win=54128 Len=8
Conversation Filter 4 ]
988 26.248509 B83.212.2 3 + 58175 [ACK] Seq=1 Ack=412 Win=64128 Len=1416 [TCP segment of a reassembled PDU]
981 26.242268 B83.212.2 Enabled Protocols... Ctrl+Shift+E 8 =+ 58175 [ACK] Seq=1417 Ack=412 Win=64128 Len=1416 [TCP segment of a reassembled PDU]
982 26.242313 192.1638. . 9175 » BO [ACK] Seq=412 Ack=2833 Win=66384 Len=0
Decode As... Ctrl+5Shift+U
983 26.244118 83.212.7 Feode As PENTEY bps1.1 200 0K (text/html)
931 26.284207 192.168. Reload Lua Plugins Crl+Shift+L 3175 5 8@ [ACK] Seq=412 Ack=4183 Win=65824 Len=@
< >
SCTP L4
Frame 885: 66 bytes on wi Eollow " TCP Stream Crl+Alt+Shift+T _ fﬂ\DE?ﬂ-D-l?BC-4?47-5885-EEDFD[1F3533}r id @
Ethernet II, Src: Tp-Link 5 ey |
Int 1 : _ - UDP Stream Ctrl+Alt+Shift
nternet Protocol Version Show Packet Bytes.. Ctrl+ Shift+ O
scci S Sir Ctrle Abt=Shi
Transmission Control Prot S et TLS Stream Ctrl+Alt+Shift e ] N

HTTP Stream Ctrl+Alt+5hiff |Host: ccslab.aueb.gr

User-Agent: Mozilla/5.@ (Windows NT 18.8; Win64; x64; rv:82.8) Gecko/20186101 Firefox/82.@
HTTP/2 5tream Accept: text/html,application/xhtml+xml,application/xml;q=6.9,image/webp,*/*;q=6.8
Accept-Language: en-US,en;q=8.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

Cookie: _ga=GA1.2.478121687.16085115916; fhp=fb.1.16685115916066.1288997788
Upgrade-Insecure-Requests: 1

QUIC Stream

HTTP/1.1 288 OK

Date: Fri, 13 Nov 2828 16:41:44 GMT

Server: Apache/2.4.18 (Ubuntu)

Link: <http://ccslab.aueb.gr/index.php/wp-json/>; rel="https://api.w.org/"
Link: <http://ccslab.aueb.gr/>; rel=shortlink
Vary: Accept-Encoding

Content-Encoding: gzip

Content-Length: 3886

Keep-Alive: timecut=5, max=188@

Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

]
2 dlient pkis, 7 server pkis, 3 tums.
Entire conversation (10kB) w Show data as | ASCIL w Stream
Find: | [ Findnext |
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Filter Qut This Stream Print Save as... Back Close Help
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B @ q &= Capture File Properties Ctrl+ Alt+Shift+C

<t Resolved Addreszes

Source C Protocol Hierarchy

Conversations
@.e77480 le4.146.2082.25
LB77544 192.168.1.2
. 226345 192.168.1.3
. 248615 92.123.90.287
. 281258 192.168.1.2
. 399763 52.114.184.45
487917 92.123.96.287 DHCP (BOOTP) Statistics
et ntotnt T Wireshark - Protecol Hierarchy Statistics - Wi-Fi

IN, ACK] Segq=1 Ack=2 Win=1828 Len=@
CK] Seq=2 Ack=2 Win=259 Len=8
n=19&

I/Q Graphs ta

Endpoints
Packet Lengths

Service Response Time CK] Seq=1 Ack=44 Win=256 Len=8

O L (R T (R S T 5
[SOR ST T SR S

Protocol : Percent Packets Packets Percent Bytes Bits/s End Packets End Bytes End Bits/s

* Frame 100.0 8a 100.0 o974 0 0
* Ethernet 100.0 8a 7.1 485 0 ]
 |nternet Protocol Version 4 ar.y 86 9.9 691 ] ]
*  User Datagram Protocol 44,3 39 1.8 125 0 ]
Simple Service Discovery Protocol 45 4 6.3 40 4 440
QUIC IETF 20.5 18 46,7 3254 18
Data 19.3 17 127 a8y 17
* Transmission Control Protocol 53.4 47 13.1 1056 23
Transport Layer Security 26,1 23 9.6 BE7 23
Data 1.1 1 0.0 ] 1
Address Resolution Protocol 2.3 2 0.3 22 2

No displa) firer.

—~J
™
<
<
o
>
)
-.<
=
o)
A
R
.-<
=
=
o
™
Q
=
Vo)
>
Q
¢
a
C~
)
&
=
0
W
=2
)
ﬁ
-3




M AWi-Fi

Statistics = Telephony

Capture File Properties

L

File Edit View Go Capture Analyze
Am;® o] R &=
|~.:-:- y & display filter ... <Ctrl-/>

Resolved Addresses

Source

Ethernet * &

IPv4 - 13

C Protocol Hierarchy

Conversations

2 9.877486  184.146.202.25 1 T
3 9.977544  192.168.1.2 1 Packet Lenath

4 9.226345  192.168.1.3 2 e

5 8.249615  92.123.98.287 1 17O Graphs

‘ Wireshark . Conversations - Wi-Fi

IPvb TCP -9 UDP - 11

Wireless

Tools  Help

Ctrl+Alt+Shift+C

rn=196

IN, ACK] Seg=1 Ack=2 Win=1823 Len
CK] Seq=2 Ack=2 Win=259 Len=@

ta

FIF7l Cmm 1 Amla_ A8 112 _ACE 1 mm

Mame resolution
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[ Limit to display filter

Address & Address B Packets Bytes Packets A —B BytesA —B PacketsB—A BytesB —A RelStart Duration Bits/s A—B Bits/sB—A

AckeyCom_44:32:91 Tp-LinkT_1%:1c:51 65 13k 36 7461 29 5610 0.000000 19.8328 3009 2262
IPvdrncast_07 SamsungE_da:Te:le 10 2380 0 0 10 2380 0.226345 18.0226 0 1056
IPvdrncast_7f:ff:fa  IntelCor_78:1a:45 4 1264 0 0 4 1264 2992374  15.0523 0 671
IPvdmcast_7fff:fa  SamsungE da:7e:le 3 2N 0 0 3 231 4936107 11.9804 0 154
IntelCor_78:12:45  Broadcast 2 84 2 84 0 0 6777587 10.0363 66 0
SamsungE_4a:7e:le Broadcast 4 308 4 308 0 0 1.866211 18.019% 136 0

A
Ethernet = & IPv4 - 13 IPvE TCP -9 UDP - 11

Address A Address B Packets Bytes Packets & =B BytesA —B PacketsB —+A BytesB —A RelStart Duration Bits/sA—B Bits/sB - A &
51.140.157.153  192.168.1.2 1 54 1 54 ] 0 14551605 0.0000 — —
52,111.231.3 192.168.1.2 2 143 1 54 1 89 944399  0.1083 3931 6312
52.114.74.225  192.168.1.2 3 267 1 101 2 166 13312551 01174 684 11k
5211410445 192.168.1.2 3 688 2 47 1 241 0399763 0.1545 23k 12k
74125133188 192.168.1.2 2 124 1 66 1 53 16.822907 0.0779 6778 5648

92.123.90.207 192.168.1.2 33 2739 19 1961 14 828 0240615 18.2004 861 363

lame resolutio [] Limit to display filter [] Absolute start time Conversation Types ™
Copy ™ Folow Stream... Graph... Close Help
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M wi-Fi

184.146.282.25

3 B.877544 192.168.1.2
4 8.226345 192.168.1.3
5 @.248615 92.123.96.287
6 8.281258 192.168.1.2
7 8.399763 52.114.184.45
& @.487917 92.123.96.287

Ethernet * 7 IPv4 * 15

File Edit View Go Capture Analyze
Adm @ R ] & =
Source C

M \Wireshark - Endpoints - Wi-Fi

Statistics = Telephony Wireless  Toels  Help

Capture File Properties Ctrl+Alt+Shift+C
Resolved Addresses

Protocol Hierarchy

Conversations

Endpeoints

Packet Lengths

1/Q Graphs

Service Response Time L4

DHCP (BOOTPR) Statistics

IPve TCP - 16 DP - 17

v]+

CK] seq=2 Ack=2 Win=259
n=196

ta

CK] Seq=1 Ack=44 Win=25¢
ta

ta

Address Packets Bytes TxPackets TxBytes RxPackets

00:21:63:44:3a:91 B3 13k 36 7461 29
01:00: 5e:00:00.07 10 2380 ] ] 10
01:00:5&; 7F:ff:fa 714495 0 0 7
3ddela: 781245 B 1348 ] 1348 0
SR dedl 1151 B3 13k 29 5610 36
fol3ofda:Tele 17 2919 17 2919 0
ffiffuff ff R AF B 362 0 ] i

Rx Bytes

[ ] Mame resolution

[] Limit to display filter

Copy ™ Map

Endpoint Types ™

Close

Help

M Wireshark . Endpoints - Wi-Fi
'IN, ACK] Seg=1 Ack=2 Wir

Ethermet-7 [ IPvA-15 | IPvé TCP-16 UDP- 17

Address Packets Bytes TxPackets TwBytes RxPackets RxBytes Country City  AS Mumber AS Organization

31.140.157.133 1 54 1 54 0 0 — — — —

32.111.231.3 2 143 1 54 1 89 — — — —

32.114.74.225 3 267 1 1m 2 166 — — — —

3211410445 3 638 2 447 1 241 — — — —

74123133188 2 11 1 66 1 55 — — — —

92.123.90.207 33 2789 19 1961 14 828 — — — —

104.146.202.23 30162 1 54 2 108 — — — —

172.217.17.163 9 4100 5 2079 4 2021 — — — —

172.217.169.131 9 4747 3 2645 4 2102 — — — —

182.168.1.2 63 13k 29 3610 36 7461 — — — —

182,168.1.3 17 2919 17 2019 0 0 — — — —

182.168.1.4 4 1264 4 1264 0 0 — — — —

192,168.1.255 4 308 0 0 4 308 — — — —

224.0.0.7 10 2380 0 0 0 2380 — — — —

239.255.255.250 71455 0 0 7 1495 — — — —

ame resolutio [ Limit to display filter Endpoint Types *

Copy ™ Map Help




‘ Wirezhark . Destinations and Ports « Wi-Fi

S

Topic / Item Count Awverage MinVal MaxVal Rate(ms} Percent Burst Rate Burst Start

% [Destinations and Ports 86 0.0043 100% 0,0800 3,995
% 02,123.90.207 14 0.0007 16.28%  0.0300 3.996
w TCP 14 0.0007 100.00%  0.0300 3.996
443 14 0.0007 100.00%  0.0300 3,996
74.125.133.188 1 0.0001 1.16%  0.0100 16,823

w TCP 1 0.0001 100.00%  0.0100 16,823
5228 0.0001 100.00%  0.0100 16,823
52.114.74.225 0.0001 2.33%  0.0100 13.313

w TCP 0.0001 100.00%  0.0100 13.313
443 0.0001 100.00%  0.0100 13.313
52.114.104.45 0.0001 1.16%  0.0100 0,419

w TCP 0.0001 100.00%  0.0100 0,419
443 0.0001 100.00%  0.0100 0419
52.111.231.3 0.0001 1.16%  0.0100 0,444

w TCP 0.0001 100.00%  0.0100 0,444
443 0.0001 100.00%  0.0100 9,444
239.255.255.250 0.0004 8.14%  0.0100 2,992

~ LDP 0,000 100.00%  0.0100 2,992
1900 0.0002 S714%  0.0100 2.9492

15600 0.0002 42.86%  0.0100 4,836

W 224007 0.0005 11.63%  0.0100 0.226

— L e ] om] — — 2 & k& Pod P P —k

Display filter: | |

Save @s...
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» Wireshark | Color Coding (while listing packets)

Light purple
Light blue
Black

Light green

Light yellow

Dark yellow

Dark gray

TCP
UDP
Packets with errors

HTTP traffic

Windows-specific traffic, including Server Message
Blocks (SMB) and NetBIOS

Routing

TCP SYN, FIN and ACK traffic
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