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Mininet Network Emulator
An Instant Virtual Network on your Laptop (or other PC)

" T elval
o open source gpyaAeio yia network emulation orchestration

" dnNULIoOUPYEL PEAALOTIKA ELKOVIKA OLKTUA, EKTEAWVTAC TIPAYHATIKO
kernel, switch kat application code og eva pnxavnua (VM, cloud,

native), he pia evtoAn
M- controllers

- hosts

" UTTOPEL VA TPEEEL KWOLKO ATTOOTOANG TIAKETWY OTIWC pia ethernet
dlettadn, HEOW CLVOECEWYV PE DEDOEVN TAXLTNTA KAl
KaBuotepnon
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[lati to Mininet..

" eival ypnyopo, n dnuioupyia evog arAou dIKTUOUL Xpeltadetatl Alya
secs

= dlvel duvatotnta dnulovpyiag custom tottoAoylwy (aro eva switch
HEXPL OIKTLO KOPHOU EVOC OPYAVIOHOU)

= Ta switches mtpoypappatidovtatl pe xprion touv openflow protocol =2
customized packet forwarding [SDN oto Mininet umropei va
puetapepbBei oe hardware openflow switches]

" To Mininet tpexel oe laptop, server, VM, native Linux
(TteplAapBavetal oto Ubuntu) rj oto cloud (1t.x. Amazon EC2)

" eUKOAN Xpnon, dOnuloupyla Kat eKTeEAEon oevapiwy Pe arAd (N 1o
TTOAUTIAOKQ) python scripts
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[Twc Aettoupyel

" Anploupyel ELKOVIKA OIKTLUA HECA OE £VA LTTAPXOV AELTOUPYIKO
ovotnua
o dnulovpyel host namespaces (h1, h2, ..) kat toug ditacuvdeel pe virtual
Interfaces

o ta switches tpexouv OpenVSwitch (OVS), a SDN stack
o OVS on Ubuntu image umtootnpidet OpenFlow

* Command Line Interface (CLI) yia Ttov €AeyX0 TOU ELKOVIKOU
OLKTUOU

o tpooBeon/adaipeon cuoKeELWYV Kal cuvdECEWYV, OLAPOPETIKEC TOTIOAOYIEG
OLKTUOU

* Baowka otowxeia: hosts, switches, routers, controller
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OeswpNTIKO LTIORABPO

= Software Defined Networking
o data plane = switches
o control plane = controller (the “brain”) B€tel Toug kavoveg ota switches
yla tn dlaxeiplon tng Kivnong
= OpenFlow Protocol: de facto SDN standard, tpocdlopidel Twg
vivetal n emikowvwvia switch € -2 controller

" Mininet: software stack mou dnuloupyei virtual network on single
device

=" POX: research/Academic vAotmtoinon evog OpenVFlow controller.
Xpnowottolel python hooks yla tov mpoypappatiopo tTouv mininet
woTe va Kavel networks emulation
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[TeplBaArov eykataotaoncg/ekteAeonc Mininet

= \/M Lubuntu on Oracle VirtualBox
= Mininet Virtual Disk

= Guest additions for Linux on VM (ywa dtapoipaon apxeiwyv pe to hosting
OS, emtaxvvon Asttoupyiag cuoTnuatoC)

= OAa eKkTeEAoLvTAl pE dlkalwpata superuser (sudo TrpLv aro Kabe evioAn)
= Python3

= WireShark ylia mapakoAoubnon Kivnong tou mininet virtual network

= POX openflow controller, mpoypappatilopevoc pe python scripts

AvaAuTIKOC 00nYyoC KAl AOYIOLILKO OTO
https://eclass.aueb.gr/modules/ebook/show.php/INF120/10/
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TTape va douvpE To mininet otnv
Ttpaén..
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[Tapadeyua 1

= Alvetal to python script plag artAng tomoAoyiag (part1.py), BeAovpe va to
TPOTIOTIOL)COVE WOTE VA UAOTIOL|COUE TNV AKOAOUL BN ToTtoAoyla:
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h1 h2

h3 h4
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[Tapadeypa 2

" @Qamnpoocbecovpe otnv tottoAoyia tou part1 eva POX
(python) controller o omtoiog Ba oteAvel peow

OpenFlow evtoAecg oto switch, vAoTtolwvtag eva amAo
Firewall.

= O remote controller Ba dexetal pnvupata otn default
IP loopback address 127.0.0.1, oto port 6653. ©Oa h1
UAOTIOLOOUE TNV akOAoUBN TottoAoyia = 10.0.1.2/24

h2
10.0.0.2/24

= 2nueiwon: h1 kat h4 oto idlo subnet, h2 kat h3 oto idlo

= B =
subnet. 10.0.0.3/24 10.0.1.3/24

controller

o part2.py: tpoodlopiloupe TNV TOTIOAOYIA TTOU BEAOUE Va
vAottolnBel

o part2controller.py: POX controller otov otmtoio 6a vAottoinBein
Aettoupyia tou firewall
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[MTapadeypa 2 (ocuvexela)

_y

h

B

h2

-

10.0.1.2724 10.0.0.2/24
= OLKAVOVEC TTOU Ba TIPETEL va LAOTIOLOUVTAL OTO
firewall elvair ot €énc: h3 ha
10.0.0.3/24 10.0.1.3/24

srcip dst ip protocol action controller
any ipv4 any ipv4 icmp accept

any any arp accept
any ipv4 any ipv4 - drop

= To firewall Ba pemel va emutpemel OAn tnv kivnon ARP kat ICMP va tepvael. Omowadnmote aAn kivnon 6a
yivetal drop. Ta flow tables kavouv match to flow/rule pe tnv peyaAUTEPN TPOTEPALOTNTA TIPWTA. OA TIPETIEL
otav dnuloupyeital eva flow otov controller va yivetal kat “install” oto switch €tol wote va «Bupataw tov
Kavova Kal va gnv pwtaesl kKabe ¢opa tov controller.

Nava tpeéel cwotd o POX controller tpemel otav Eekvael va tpocdlopidetal To port oto ottoio dexetal
unvoupata. To POX gaxvel ta source files oto ~/pox/pox, Balouvpe ta python scripts oto ~/pox/pox/misc (HEca
ota apxeia tou csuser). To misc Ba mpemel va cupumeplAapfavetal oto ovopa tou python script.
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